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Requirement

Engagement of the services of an Independent Auditor to conduct the software certification audit of the following:

IEMOP Electricity Market Management System (IEMMS) and its peripherals; and
Central Registration and Settlement System (CRSS) 2.0.


Background


The Wholesale Electricity Spot Market and the Retail Electricity Market

The Philippine Government enacted Republic Act No. 9136, otherwise known as the Electric Power Industry Reform Act of 2001 (EPIRA), which provided the legal framework for the restructuring of the Philippine electricity industry. Pursuant to EPIRA, the Department of Energy (DOE) established the Wholesale Electricity Spot Market (WESM) as the venue for the trading of electricity and promulgated the WESM Rules to govern its operations.

The WESM operates under a gross pool market design, whereby all generation capacities, whether contracted or uncontracted, compete for scheduling and dispatch to meet the real-time electricity requirements of the power system. Commercial operation of the WESM commenced in the Luzon grid on 26 June 2006 and subsequently expanded to the Visayas grid on 26 December 2010.

Following several years of preparation and regulatory approvals, the enhanced WESM design commenced commercial operation on 26 June 2021 in both the Luzon and Visayas grids, with the objective of improving market efficiency, transparency, and system responsiveness. Subsequently, Mindanao was integrated into the WESM on 26 January 2023, thereby completing the nationwide coverage of the market and enabling unified electricity trading across Luzon, Visayas, and Mindanao under a single market framework.

In parallel, the Retail Competition and Open Access (RCOA) program was launched on 26 June 2013 pursuant to the EPIRA mandate to introduce competition in the retail electricity market. The RCOA framework allows eligible end-users to choose their electricity supplier regardless of generation source, thereby formally integrating the retail electricity market with the WESM.

The RCOA program has been operational in the Luzon and Visayas grids since its launch in 2013 and commenced commercial operations in Mindanao on 26 March 2024, following the achievement of market readiness in the region.

Complementing the retail electricity market, the Green Energy Option Program (GEOP) was established under Republic Act No. 9513, or the Renewable Energy Act of 2008. GEOP allows eligible end-users, whether contestable or captive, to source their electricity requirements exclusively from renewable energy resources. While GEOP transactions are facilitated within the retail electricity market framework and may utilize the same retail suppliers and market systems as RCOA, GEOP operates as a parallel policy mechanism designed to advance national renewable energy objectives alongside retail market competition.

The Market Management System and the Central Registration and Settlement System

The WESM’s operations is facilitated by the Independent Electricity Market Operator of the Philippines (IEMOP) through the Market Management System (MMS), which is designed based on the provisions of the WESM Rules and Manuals, especially the WESM Price Determination Methodology (PDM). 

The MMS is the core IT infrastructure that supports the WESM operations, enabling the scheduling, dispatch, pricing, and reporting functions necessary for a competitive electricity market. To support the enhanced WESM design launched in 2021, a new MMS was acquired which introduced more advanced market mechanisms including the transition from 1-hour trading interval market to a five-minute trading interval market across the Luzon and Visayas grids and later Mindanao. 

The MMS encompasses modules for bid/offers processing, dispatch optimization, locational marginal pricing, market projections and real-time dispatch runs, compliance monitoring, post-market-run calculations, nodal load forecasting, data publication, and it interfaces with Market Participants, System Operator, as well as other market systems used for Market Participants. 

An automated system was likewise developed to facilitate the central registration and integrated settlement system for the wholesale and retail electricity market known as the Central Registration and Settlement System (CRSS). Deployed alongside the new MMS as part of the enhanced WESM design, the CRSS encompasses modules that automates, among others, the settlement calculation as well as validation of metering data.

Independent Software Certification Audits of the new MMS and CRSS (including system enhancements and fixes and associated systems)[footnoteRef:2] have been conducted under the oversight of the PEM Audit Committee to ensure compliance with the Market Rules and Market Manuals and regulatory requirements.

In view of the necessary technological and operational enhancements to the existing MMS and CRSS, and to align with its strategic goals, the IEMOP commenced the development of the IEMMS and CRSS 2.0 to meet the dynamic and complex requirements of the wholesale and retail market, including handling increased transaction volumes, integrating renewable energy sources, and complying with updated regulatory standards. Both systems will replace the existing MMS and CRSS which are now deemed outdated due to aging infrastructure.

Basis for the Audit

The WESM Rules Clause 1.5.2 provides that the PEM Audit Committee shall conduct audits of the systems of the Market Operator as they are relevant to the spot market, and to test and check any new items or versions of software provided by the Market Operator for use by WESM Members. This requirement is further detailed in the PEM Audit Manual Section 5.3 Audit of the Software of the Market Operator.

Moreover, Clause 1.4.3 of the Retail Rules likewise requires the PEM Audit Committee to conduct the audit of the systems of the Central Registration Body, and test and check any new items or new versions of market-related software used by the Central Registration Body or provided by the Central Registration Body for use by WESM Members. 

To ensure sufficient and adequate expertise, the services of independent persons, teams or companies, who shall act as the Independent Auditor, will be engaged for the said audit, in accordance with Section 4.1 of the PEM Audit Manual. 

Objectives of the Audit

In accordance with Section 5.3.6 of the PEM Audit Manual, the review of the software of the Market Operator shall encompass the testing of the software to verify accuracy of results and compliance with all the requirements and procedures established in the WESM Rules. 

Consistent with the foregoing, the Software Certification Audit aims to provide independent assurance that the software system complies with approved requirements and is fit for its intended purpose. The audit shall evaluate the software’s design, development, implementation, controls, testing, system outputs, and operational readiness, specifically as follows:

To assess compliance of the software system with approved functional, technical, and regulatory requirements;

To verify that the software design, development, and implementation adhere to applicable standards, policies, and approved specifications;

To evaluate the adequacy and effectiveness of controls embedded in the software, including access controls, data integrity, information security and audit trails;

To confirm that testing activities (e.g., unit testing, system testing, performance testing,  vulnerability assessment, User Acceptance Testing) were properly conducted, documented, and approved prior to deployment;

To determine the reliability, accuracy, and completeness of system outputs and reports generated by the software;

To assess the readiness of the software for go-live or continued operation, including availability of user manuals, procedures, backup and restoration procedures and support arrangements;

To identify risks, gaps, and non-conformities that may affect system performance, security, or regulatory compliance; and

To provide recommendations to address identified issues and support the certification decision of the software.

2.1. [bookmark: _Toc221693504]Applicable Rules

The following shall guide the Independent Auditor in the conduct of the audit:

a) WESM Rules as of 31 August 2025;
b) Retail Rules as of 26 February 2023;
c) WESM and Retail Market Manuals;
d) Relevant Circulars, Orders and other Issuances or directives of the DOE and ERC; and
e) Market systems design documents and requests for change.


1. [bookmark: _Toc221693505][bookmark: _Toc514316][bookmark: _Toc18317555][bookmark: _Toc18423154][bookmark: _Toc78274100][bookmark: _Toc95756996]Audit Scope

3.1. General 

3.1.1. The Independent Auditor shall audit the market systems and their peripherals under the supervision of PEMC through the PEM Audit Committee. 

3.1.2. The Independent Auditor shall refer to the Applicable Rules in the conduct of audit, which shall be provided by PEMC and/or the Independent Electricity Market Operator of the Philippines (IEMOP) as the Auditee.

3.1.3. Audit activities shall be conducted using hybrid arrangement, subject to arrangements to be agreed among PEMC, the Independent Auditor and the Auditee. As deemed necessary, onsite testing may be conducted subject to the Independent Auditor’s observance of the Auditee’s protocols.
1. 


3.2. Audit Focus Areas[footnoteRef:3] [3:  References: RFC-2504-004 IEMOP Electricity Management System and RFC-2506-046 Redesign and Enhancement of Central Registration and Settlement System 2.0] 


3.2.1. IEMOP Electricity Market Management System. This audit focus area is composed of two main components: IEMMS-Market Dispatch Optimization Model (MDOM) and the IEMMS-Peripherals.

The IEMMS-MDOM is composed of the following core functionalities/features:

· Market Dispatch Optimization Model which optimizes the dispatch of generation and loads for energy and frequency control ancillary services for one-time period;
· SCADA/ Inter-Control Center Communications Protocol;
· Historian;
· State estimator;
· State estimator bypass facility to provide generator initial loading and breaker status to the Market Dispatch Optimization Model using Inter-Control Center Communications Protocol;
· Power system tools for ensuring power system is operated in a secure state;
· Demand forecasting;
· Process for running the Market Dispatch Optimization Model for real-time dispatch every five minutes, hour ahead projection every five minutes for one hour ahead at five-minute intervals, day ahead projections every hour for 36 hours ahead at hourly intervals, day ahead projections scenarios and week ahead projection every day for a week ahead at hourly intervals;
· Process for automatic pricing re-run in cases where soft constraints are violated;
· Post-processing of Market Dispatch Optimization Model pricing information;
· Market Network Model facility for seamless updating of full network model used in the optimization process;
· Manual market re-run facility to re-run market in cases of erroneous input data; and
· Process for running Market Dispatch Optimization Model for Day-ahead Market schedules for 24 hourly intervals following the current day and post-processing of the Day-Ahead Market pricing results. The Day-Ahead Market processes should have a level of independence from the real-time market such that it can be configured to run trial operations prior to commercial operations of the Day-Ahead Market.

The IEMMS-Peripherals component supports essential interfaces, monitoring, and data exchange functions critical to market operations. Its key features include the following:

· Market Operations Database and its Interface to IEMMS core functions;
· Software system monitoring and alerts;
· Market Compliance Monitoring;
· Market Participant Interface;
· Capacity Market Participant Interface;
· Day-Ahead Market Participant Interface;
· System Operator Interface;
· Reserve Market Non-compliance;
· Market Operations Archive Repository;
· Data Publishing Interfaces; 
· Data Exchanges to external software systems;
· Interfaces to Data provision to Market Participants; and
· Interfaces to Data provision to systems for general provision of information and reporting to DOE, ERC, PEMC, Market Participants and the general public.

3.2.2. Central Registration and Settlement System 2.0. This audit focus area covers various functional modules critical to market operations:

· Registration - includes creation of user accounts, organizations, participants, facilities, meters, and Market Trading Node assessment of new participants; document management; and report generation;
· Post Registration - supports updates to registration and facility information, cessation/suspension/deregistration of participants, user account management, post-registration assessments, membership validation, and document handling;
· Contract Management and Retail Market Transactions - encompasses contract handling, transaction monitoring, document management and reporting;
· Meter Quantity and Bilateral Contract Quantity Upload Modules - enables uploading, pre-validation, storage, update, and viewing of meter data and bilateral contract quantities, including support for special cases like Interruptible Load Program;
· Trading Operations Data Interface - automates data import form the market system, allows for manual overrides, and provides tools for monitoring and listing imported data;
· Metering - facilitates meter trouble reporting, daily and monthly processing, and Market Trading Node shifting;
· Billing - manages computation and validation of trading amounts (energy and reserve), market fees, workspace views, compensation, job runs, and downloading of metering and settlement files; and
· Settlement - handles the calculation of Prudential and Security Requirements to ensure compliance with market financial safeguards.

The system will also include and support the following:

· Retail Competition and Green Energy Programs covering contract management, customer switching, metering, and settlement activities;
· Green Energy Auction Program including registration, contract and document management, auction data upload, and settlement computations;
· CRSS carry-over enhancements such as additional compensation conditions, prudential calculations, efficient report downloads, Market Trading Node modifications, financial penalty and enhanced bilaterial contract quantities validation; and
· System Interfaces integration with external systems via web User Interfaces (for participants and the Market Operator), CRSS-MMS for registration and dispatch data, CRSS-Energy Virtual One-Stop Shop, Data Warehouse (EMDB), Philippine Renewable Energy Market System, and machine-to-machine application programming interface 


3.3. Audit Tasks

3.3.1. Market Systems Review. In relation to market systems review, the Independent Auditor shall:

a) Test to determine whether the market systems and their peripherals are compliant with the Applicable Rules and system design specifications.

b) Verify that market system outputs, reports, and data are accurate, reliable, and complete and delivered timely;

c) Evaluate the adequacy and reliability of the communication link and interfaces with the System Operator, Market Participants and other service providers in relation to registration, generation scheduling, constraints, dispatch, prices and settlement, and metering;  

d) Assess the adequacy and effectiveness of embedded controls, including access controls, segregation of duties, data integrity controls, audit trails, system logging mechanisms, and cybersecurity, as well as verify that the incident management and IT problem management protocols have been updated to cover the new market systems and their peripherals;

e) Evaluate the adequacy of the high availability design of the market system and their peripheral, and the effectiveness of its redundancy and failover mechanisms to minimize downtime and eliminate single points of failure;

f) Assess whether load and performance testing was properly planned, conducted, and documented to confirm the system can handle expected volumes, users, and peak demand.

g) Validate that a formal security review was completed for the market systems and their peripherals, or that a Vulnerability Assessment and Penetration Test was conducted by third-party auditor/s.

h) Identify any inconsistencies, risks and non-compliances of the market systems and their peripherals with the Applicable Rules, and provide practical, and prioritized recommendations;

i) Re-test the implementation and effectiveness of corrective actions to address preliminary audit findings, and 

j) Review the implementation of actions taken to address previous software certification audit recommendations; 

k) Validate whether the Business Continuity Plan (BCP) and recovery procedures have been updated to cover the new market systems and their peripherals, and  tested to ensure continuity of operations and the continued integrity and recovery of data; and

l) Assess the end-to-end operational readiness of the market systems and their peripherals for go-live or continued operation, including validation that core system functions, interfaces, processes, controls and support arrangements collectively enable stable and effective operations.


3.3.2. Change Management Review. In relation to the development, implementation, and deployment of the market systems and their peripherals, the Independent Auditor shall:

a) Review whether the development-to-deployment lifecycle of the market systems and their peripherals comply with the approved ICT Change Management process, including the securing of required reviews, testing, approvals, and authorizations prior to deployment;

b) Identify relevant controls (or lack thereof) and verify the effectiveness of such controls to prevent, detect, and/or correct errors, deficiencies, or unintended impacts arising from the implemented new market systems and their peripherals;





3.4. Reporting

3.4.1. If during the audit, the Independent Auditor identifies issues or findings that have material impact to the market and/or require immediate attention, including inconsistencies and non-compliance of the market systems and their peripherals with the Applicable Rules, the Independent Auditor shall immediately notify the Auditee of such issues or findings. 

Upon receipt of notification, the Auditee shall provide necessary remediations within ten (10) working days. If the issues or findings are still not remediated at the end of the 10 working days, the Auditee shall inform the Independent Auditor and the PEM Audit Committee of their committed timeline to address the issues or findings. 

The Independent Auditor shall report such issues or findings in the Significant Issues Report (see Section 5.2(c)).

3.4.2. The Independent Auditor shall report and/or present the results of the audit and recommendations to the PEM Audit Committee and the PEM Board, and as necessary, the DOE and ERC. 

3.4.3. The findings in Change Management Review shall not affect the software certification.

3.4.4. Section 5.2 Deliverables lists the audit reports that shall be submitted by the Independent Auditor.

a) Before the audit reports are finalized, the Independent Auditor shall give the Auditee the opportunity to comment on the draft audit reports and meet with the Independent Auditor to discuss the findings, if necessary. 

b) The approval of the PEM Audit Committee shall deem the audit report as final. 

c) The finalized audit report as well as the software certificate/s shall be made available to the PEM Audit Committee, PEM Board, WESM Governance Committees, ERC, DOE, and to the Auditee, as deemed appropriate by the PEM Audit Committee.

3.5. [bookmark: _Toc452724780][bookmark: _Toc514322][bookmark: _Toc18317556][bookmark: _Toc18423155][bookmark: _Toc78274101][bookmark: _Toc95756997]Exclusion

The following areas shall be excluded in the scope of work:

a) Legal process; and
b) Budget and planning.

Further, the work papers of the Auditee’s ISO 27001 and ISO 9001 surveillance or recertification, cannot be made available to the Independent Auditor. Hence, the Independent Auditor shall formulate its own audit approach to review the quality management and information security posture of the Auditee.


3.6. [bookmark: _Toc216708613][bookmark: _Toc29286467][bookmark: _Toc38894136]Materiality

3.6.1. The materiality levels for the tests of transactions and significant findings shall be set and disclosed by the Independent Auditor, subject to review and inputs of the Auditee, and subject to review and approval of the PEM Audit Committee. 

3.6.2. Upon the discretion of the Independent Auditor and review of the Auditee and the PEM Audit Committee, other thresholds may be adopted for the reporting of significant issues identified during the course of the review, although it is recognized that there may be qualitative aspects in determining the significance of any issue. That is, the Independent Auditor shall report and evaluate the impact of the issues that come to its attention that exceed these significant issues threshold, or that it believes to be significant for other reason.


2. [bookmark: _Toc221693506]Proposed Arrangements
2. [bookmark: _Toc452724781]
[bookmark: _Toc514323][bookmark: _Toc18317557][bookmark: _Toc18423156]
4.1. [bookmark: _Toc221693507][bookmark: _Toc78274102][bookmark: _Toc95756998]Project Schedule 

4.1.1. The audit shall commence upon receipt of the Notice to Proceed and will be deemed completed upon issuance of the Certificate of Completion.

4.1.2. The Independent Auditor shall review all documentation and consult relevant parties to be able to deliver the project deliverables as scheduled.

4.1.3. Below are the details of the activities to be conducted for the completion of the project with the corresponding tentative schedules.

(Intentionally left blank – details of the activities will be available upon commencement of procurement activities)


4.2. [bookmark: _Toc221693508]Deliverables

4.2.1. The Independent Auditor shall submit one (1) soft copy file of the following reports: 

a) Inception Report – Contains the Independent Auditor’s Audit Plan, Methodology and Work Program. This shall confirm the audit scope and outline the audit approach, including the audit process, schedule of proposed client interaction during the duration of audit work, among others, which shall be finalized together with the Independent Auditor and PEM Audit Committee, in consultation with Auditee.  

The Independent Auditor shall also conduct a workshop on the audit process and audit approach.  

b) Progress Reports – Monthly reports that shall highlight the status and relevant developments of the audit activities.  It shall contain the following: 

· Initial findings for the period covered by the Progress Report, including the recommendation/s and as applicable, the target date/s that the Auditee will address the finding; 
· Updates on initial findings – in situations where additional assessment and verification is required; and 
· Status of Audit Activities. 

The Progress Report shall be submitted prior to and presented during the monthly PEM Audit Committee meeting scheduled every 2nd Tuesday of the month. A special meeting may likewise be scheduled as necessary.
​ 
c) ​Significant Issues Report – Contains findings that have material impact to the market and/or findings that need to be addressed immediately, if any. As necessary, the Independent Auditor shall provide best practice recommendations based on other competitive electricity markets to address the significant issue. 
​ 
d) Preliminary Audit Report – Contains the following:

· Audit methodology
· Main findings, including, but not limited to audit results and identified non-compliances to the Applicable Rules with explanation of the level of materiality as set by the Independent Auditor
· Recommendations, such as possible ways to improve the Market Rules, operating procedures, control objectives, specific controls, practices and processes to address non-compliance or provide best practices; and 
· Action Plans/Responses/Comments by the Auditees relative to the findings and recommendations of the Independent Auditor. 
​ 
e) ​​Final Audit Report and Software Certificate/s – Contains the following: 
​ 
· ​Audit methodology; 
· ​Main findings, including, but not limited to audit results and identified non-compliance to the Applicable Rules with explanation of the level of materiality as set by the Independent Auditor;  
· Recommendations, such as possible ways to improve the Market Rules and Manuals, operating procedures, control objectives, specific controls, practices and processes to address non-compliance or provide best practices; 
· Action Plans/Responses/Comments by the Auditees relative to the findings and recommendations of the Independent Auditor; and
· Software certificate/s confirming that the market systems and their peripherals are compliant with the Applicable Rules. 

The Final Audit Report shall have a public version which does not contain any confidential data and shall be published on the PEMC Website.
​ 
4.2.2. ​The Independent Auditor shall submit an Audit Findings Register which is a centralized record or database that consolidates all findings, observations, nonconformities, and recommendations identified during audits. It will serve as the reference for tracking each issue from identification to closure. At a minimum, the Register will contain the following information: 
​ 
· ​Rule or Manual Reference; 
· ​Rule or Manual Requirement; 
· ​Methodology used to identify observation/ findings; 
· ​Observation/finding; 
· ​Risk rating (based on the methodology that will be agreed upon with the PEM Audit Committee during the audit Inception Phase); 
· ​Compliance rating (based on the methodology that will be agreed upon with the PEM Audit Committee during the audit Inception Phase); 
· ​Review Recommendation; 
· ​Auditee Response/ Action Plan; 
· ​Auditor Comment; and 
· ​Audit trails of any key discussions. 


4.3. [bookmark: _Toc448245996][bookmark: _Toc448246092][bookmark: _Toc448246247][bookmark: _Toc452724783][bookmark: _Toc514324][bookmark: _Toc18317558][bookmark: _Toc18423157][bookmark: _Toc78274103][bookmark: _Toc95756999][bookmark: _Toc221693509]Qualifications of the Independent Auditor 

4.3.1. The Independent Auditor shall have adequate experience and capability of understanding the Philippine electricity market industry, information technology and cybersecurity, controls and processes and basic accounting concepts.  

4.3.2. The members of the Audit Team shall include, but are not limited to the following:

a) One (1) audit expert (Operations and Financial);
b) One (1) information and communications technology expert; 
c) One (1) cybersecurity standards expert;
d) One (1) electricity market operations expert; and
e) One (1) regulatory expert (Legal, Finance).
[bookmark: _Toc18317559][bookmark: _Toc18423158][bookmark: _Toc514325]
4.3.3. ​The audit project is open to local and foreign auditing firms. Joint venture partnership is allowed. 

4.4. [bookmark: _Toc78274104][bookmark: _Toc95757000][bookmark: _Toc221693510]Interface among the Independent Auditor, Auditees and PEM Audit Committee

4.4.1. The Independent Auditor shall conduct the audit under the supervision of the PEM Audit Committee and shall report to the PEM Audit Committee for the duration of the audit. 

4.4.2. Audit activities shall be done through hybrid arrangements or subject to other arrangements to be agreed among the PEM Audit Committee, Auditees, and the Independent Auditor.

4.4.3. All activities of the Independent Auditor shall be accordingly coordinated with the PEM Audit Committee, through the PEM Audit Committee Secretariat. The PEM Audit Committee Secretariat shall extend all reasonable support to the Independent Auditor for the duration of its services, which support shall include, among others:

a) Facilitate technical assistance of Auditees;
b) Provide necessary office space, internet access, access pass, etc.;
c) Facilitate access to all data and information related to the audit subject matter. Any access rights needed to the data, information and software in addition to the data and information initially provided will be subject to applicable access management, safety management, data privacy and information security policy of the Auditee; and
d) Arrange meetings with the PEM Audit Committee and Auditees to discuss issues and concerns pertaining to the conduct of the review, if any. 

4.5. [bookmark: _Toc216708619][bookmark: _Toc221693511]Confidentiality and Non-Disclosure Agreement Requirements

4.5.1. The Independent Auditor shall be required to execute a Non-Disclosure Agreement in favor of the Auditee, as may be required, as owner of the confidential data, and will be separate from a Non-Disclosure Agreement it may execute in favor of PEMC/PEM Audit Committee. The Non-Disclosure Agreement shall outline the Independent Auditor’s obligations to maintain strict confidentiality throughout and after the audit process.  The delivery of the duly executed Non-Disclosure Agreement to the Auditee, as may be required, is a pre-requisite to the data provision under the audit. This requirement will be further discussed during the audit Kickoff meeting to ensure full understanding and compliance.

4.5.2. The Independent Auditor shall ensure the removal of all confidential data used during the audit process upon the conclusion of the audit. The PEMC will send a formal request for confirmation of data deletion, and the Independent Auditor must provide written acknowledgment of compliance with this requirement.

4.5.3. An evaluation of the engaged Independent Auditor’s performance shall be conducted upon the conclusion of the audit. The Independent Auditor shall be evaluated in terms of quality of service, effectiveness of communication, and impartiality and professionalism. The evaluation shall also solicit comments on the audit process and improvement of the criteria being used in the evaluation.


4.6. [bookmark: _Toc216708620][bookmark: _Toc221693512]Data Privacy

4.6.1 The Independent Auditor acknowledges and agrees that, in the course of providing the Services, it may receive or have access to Personal Information of PEMC’s directors, officers, employees, Market Operator/Central Registration Body, Market Participants, WESM governance committee members, the Auditee, and authorized representatives. The “Personal Information” shall have the meaning ascribed to it under Republic Act No. 10173, and its implementing rules and regulations, as may be amended from time to time (the “Data Privacy Act”).

4.6.2 The Independent Auditor represents and warrants that its collection, access, use, storage, disposal, and disclosure of any Personal Information shall at all times comply with the Data Privacy Act and all other applicable data privacy and data protection laws and regulations. 

4.6.3 In the event that the Independent Auditor will act as a Personal Information Processor, the Independent Auditor shall:

a) Process the personal data including transfers of personal data to another country or an international organization, only upon the document instructions of PEMC;
b) Ensure that an obligation of confidentiality is imposed on persons authorized to process the personal data;
c) Implement appropriate security measures and comply with the Data Privacy Act and other relevant issuances of the National Privacy Commission;
d) Not engage another Personal Information Processor without prior instruction from PEMC; Provided, that for any such arrangement authorized by PEMC, the Independent Auditor shall ensure that the same obligations for data protection are implemented, taking into account the nature of the processing;
e) Assist PEMC, by appropriate technical and organizational measures and to the extent possible, fulfill the obligation to respond to requests by data subjects relative to the exercise of their rights;
f) Assist PEMC in ensuring compliance with the Data Privacy Act, other relevant laws, and other issuances of the National Privacy Commission, taking into account the nature of processing and the information available to the Independent Auditor;
g) At the option of PEMC, delete or return all personal data to PEMC after the end of the provision of services relating to the processing; Provided that this shall include deleting exiting copies unless storage is authorized by the Data Privacy Act or other relevant laws;
h) Make available to PEMC all information necessary to demonstrate compliance with the obligations laid down in the Data Privacy Act, and allow for and contribute to audits, including inspections, conducted by PEMC or another auditor mandated by the latter; and
i) Immediately inform PEMC if, in its opinion, an instruction infringes the Data Privacy Act, or any other applicable issuance of the National Privacy Commission.

4.7. [bookmark: _Toc216708621][bookmark: _Toc221693513]Intellectual Property Requirements

4.7.1 Subject to section 4.7.2 and 4.7.3, all reports, data, documents and work product, created, used or produced by the Independent Auditor in performing the Services (hereafter, the “Work Product”) shall be or remain the sole property of PEMC or the Auditees, as the case may be.

4.7.2 To the extent that such Work Product includes other pre-existing materials of the Independent Auditor or modifications and improvements made thereto, the Independent Auditor shall retain ownership of materials but grants PEMC a perpetual, royalty-free, non-exclusive right and license to use such materials in connection with PEMC’s use of such Work Product and such grant expressly includes PEMC’s right to release such Work Product.

4.7.3 To the extent that such Work Product includes third party materials, software or intellectual property that PEMC must license separately, the Independent Auditor shall inform PEMC of such license requirement and if requested by PEMC, assist PEMC in obtaining the appropriate license. The Independent Auditor warrants that all systems and equipment used from the Services, and all of the works created from the Services do not violate or infringe on any intellectual property right or any third-party claim. The Independent Auditor shall indemnify PEMC from and against any and all claims that may be asserted PEMC by reason of any infringement or alleged infringement of intellectual property rights in carrying out the Services.

4.7.4 This provision shall not be construed to limit the Independent Auditor’s right to use for any purpose the residuals resulting from the performance of the Services for PEMC. As used herein, “residuals” shall mean technical information in non-tangible form, which may be developed or retained by persons who have provided Services or have had access to PEMC’s or Auditees information or systems, including ideas, concepts, know-how and techniques contained therein.

The Philippine Electricity Market Corporation reserves all rights to this document and the information contained herein. Printing/photocopying of this document is subject to the Document and Records Management Policy. Copies downloaded from the document management system or obtained by other means shall be considered Uncontrolled.
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