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Requirement

In accordance with the PEM Audit Manual Section 4.1, the Internal Audit Department (IAD) of the Philippine Electricity Market Corporation (PEMC) is engaged to conduct the 2nd Audit of the Renewable Energy (RE) Operations and Audit of the Philippine Renewable Energy Market Systems (PREMS) Enhancements.


Introduction


The Renewable Energy Market (REM) and RE Registrar

Republic Act No. 9513, otherwise known as the Renewable Energy Act of 2008 (RE Act), mandates the Department of Energy (DOE) to implement policies, plans and programs related to the accelerated development, transformation, utilization, and commercialization of RE resources and technologies. The RE Act was enacted with the primary goal of expediting the exploration and development of renewable energy, encouraging sustainable practices to reduce harmful emissions, and establishing the necessary infrastructure and mechanisms to fulfill its mandates.

Accordingly, the DOE is mandated to establish the Renewable Energy Market as a submarket under the Wholesale Electricity Spot Market (WESM) to facilitate the compliance of Mandated Participants with their Renewable Portfolio Standards requirements.

Further, in Section 8 of the RE Act, PEMC shall, under the supervision of the DOE, establish an RE Registrar and shall issue, keep, and verify RE Certificates corresponding to energy generated from eligible RE facilities, which shall be used by Mandated Participants for compliance under the Renewable Portfolio Standards

On 04 December 2019, after due consultations with the National Renewable Energy Board (NREB) and all concerned stakeholders in the public and private sector, the DOE promulgated the RE Market Rules through DOE Department Circular No. 2019-12-0016[footnoteRef:2]

Accordingly, PEMC as the designated RE Registrar started the call for registration in the RE Market in February 2020 and conducted relevant trainings to expected RE Market Participants. PEMC likewise submitted regular RE Market Readiness Reports to the DOE based on the agreed upon criteria.

On 15 September 2021, PEMC certified, through its letter to DOE, that the activities under the Readiness Criteria have substantially been completed while the following regulatory matters need to be established towards the full commercial operations of the RE Market: i) RE Certificate Price Cap and Methodology; ii) Renewable Portfolio Standards Cost Recovery Mechanism by regulated entities; and iii) Approval of RE Market Transaction Fees.

On 20 June 2022, the DOE promulgated the revised RE Market Rules through DOE Department Circular No. 2022-06-0026[footnoteRef:3]. The Department Circular adopted amendments to the RE Market Rules on provisions for submission of data by the National Transmission Corporation to the RE Registrar, obligations of the RE Market Governance Committee and RE Certificate issuance, and additional seats in the RE Market Governance Committee for the Retail Electricity Suppliers and for Small RE Market Generators.

Based on PEMC’s certification and the Renewable Portfolio Standards Composite Team’s validation, the DOE, declared the RE Market Interim Commercial Operations through its Department Circular 2022-06-0019[footnoteRef:4] effective on 26 August 2022.

The RE Market Interim Commercial Operations shall not yet involve any financial transactions, until such time that the RE Market Commercial Operation has been declared by the DOE. The PEMC as RE Registrar shall perform all functions related to the administration and operations of the RE Market Interim Commercial Operations.

 With respect to policy and regulatory oversight over the RE Market, such functions are carried out by the DOE and the Energy Regulatory Commission (ERC). The functions of the DOE involve the formulation of the country’s overall energy policy, the adoption and development of renewable energy resources, the RE Market, and its infrastructure and mechanism, as well as the promulgation of the RE Market Rules and Manuals, including changes thereto. The ERC approves, among others, the structure and level of Transaction Fees and the methods used in determining the structure.

 In a letter dated 05 November 2024, PEMC and Independent Electricity Market Operator of the Philippines (IEMOP) jointly certified that all critical activities under the REM Readiness Criteria required for the commencement of full commercial operations of the Renewable Energy Market had been completed. They further confirmed that IEMOP was prepared to perform the Renewable Energy Registrar (RER) functions once the REM was declared fully operational, even though the REM Transaction Fees were still awaiting approval from the ERC

 On 06 December 2024, the DOE promulgated the Full Commercial Operations of the Renewable Energy Market through DOE Department Circular No. 2024-12-0031[footnoteRef:5] effective 26 December 2024.

The Philippine Renewable Energy Market System

The PREMS is an enterprise-grade system that runs the functions of the RE Registrar and RE Market participants. It was developed by Exist Software Labs through the Development for Renewable Energy Applications Mainstreaming and Market Sustainability Project through a joint effort with the United Nations Development Programme, and Global Environment Facility and DOE. The PEMC and in collaboration with the DOE and United Nations Development Programme also participated in the development and acceptance of the PREMS. Consequently, the DOE is the owner of the PREMS. 

The PREMS serves as the central system for implementing the RE Market and it handles the registration and contract management, RE Certificate issuance and transactions, and Renewable Portfolio Standards compliance, and reports management. 

In accordance with the requirements under the RE Market Rules, the PREMS Software Certification Audit and Vulnerability Assessment and Penetration Testing was completed in December 2021. The Audit and Vulnerability Assessment and Penetration Testing was handled by the Reyes Tacandong & Co. in partnership with Pointwest Technologies Corporation under the supervision of the PEM Audit Committee PAC. Upon completion of the audit project, Reyes Tacandong & Co issued software certificates confirming that the PREMS was implemented correctly in accordance with the RE Market Rules.

On 21 June 2023, the DOE, PEMC, and the IEMOP signed the Memorandum of Agreement facilitating the seamless transfer and use of PREMS assets from PEMC to the IEMOP, in preparation for the launch of full commercial operations of the RE Market. Section 3.2 of the Memorandum of Agreement outlines the PREMS Transition Operations Plan, consisting of scenarios and activities to ensure a smooth transition. This includes the performance of RE Registrar functions, and the operation, management, maintenance, insurance, and audit of the PREMS assets.

In accordance with Section 4 of the DOE Department Circular No. 2024-12-0031, the Renewable Energy Registrar (RER) functions were transferred to IEMOP effective 26 December 2024. As RER, IEMOP holds primary access to the PREMS and performs the following functions:

Registration and Support to REM Participants
REM Awareness Activities
Renewable Portfolio Standards (RPS) Requirements Computation
RE Certificates (REC) Data Submission and Validation
REC Issuance and Validation
REC Reports Submission
Operations and management of the Philippine Renewable Energy Market Systems (PREMS)
Provision of Support to the REM Governance Committee
Filing of REM Transaction Fees

PEMC, on the other hand, remains as the RE Market Governance Arm and may be given access to the PREMS in the performance of its functions.

The top-level hierarchy used to organize PREMS’ business requirements into functional areas are described below. This hierarchy serves as a structural framework for requirements:









The PREMS has seven (7) modules. The functions and scope of each module is discussed below.

System Administration

This module enables user-related functions, including user login, account creation, and maintenance. It handles password management, retrieval, and oversees privileges and role management. It also plays a crucial role in system monitoring and logging. Furthermore, this module supports the management of system configurations, allowing for adjustments in policy settings as necessitated by policy or regulatory changes.

Registration and Contract Management (Management of Market Standing Data)

This module streamlines the creation and assembly of all market participant registration details, membership classification, company information, and any other requirements in the RE Market. It encompasses the assessment of applications, involving RE Registrar evaluation, application monitoring for both new and existing participants, uploading of application documents, and generation of registration reports.

Additionally, this module serves to facilitate enrollment of power supply agreements submitted by participants, and the monitoring, updating and approval of these agreements. 

Allocate RE Certificates

This module covers the import of various input data required for calculating RE Certificates and the Renewable Portfolio Standards Obligation.

RE Certificate Transaction (Manage Participants Activities)

This module manages RE Market participant activities within the system. It includes transfer of RE Certificates. Additionally, it supports the creation, acceptance, and cancellation of RE Certificate orders, and manages the bulletin board within the system

For RE Registrar
Covers the calculation, allocation, issuance and adjustment of RE Certificates for the various compliance mechanisms

For PREMS Participant User
Allows the user to view the summarized details of the issued RE Certificates and transfer, bank, surrender and activate its RE Certificates.




Management of Renewable Portfolio Standards Compliance

This module calculates and generates the preliminary and final Renewable Portfolio Standards Statement Report of each Renewable Portfolio Standards Mandated Participant in both on-grid and off-grid areas.

Data Publication and Reporting

This module provides information on the available RE Certificates, output of RE Market bulletin, and price and volume information of traded RE Certificates.

Data Interfaces

This module enables the manual upload of flat files for Metered Quantity (MQ) and Bilateral Contract Quantity (BCQ) data sourced from the Central Registration and Settlement System (CRSS), as well as FIT-All data sourced from TransCo.

Additional enhancements to the PREMS were deployed to improve user experience, address observed system limitations and issues and comply with changes to the RE Market Rules.


Basis for the Audit

RE Market Rules Clause 6.2.3 provides that the PEM Auditor shall arrange for an audit of the RE Registrar and any other procedures, persons, systems, or other matters relevant to the RE Market. The audit of the RE Registrar shall cover and review, but not be limited to, the RE Registrar’s compliance with the RE Market Rules and Manuals, the RE Registrar’s compliance with its procedures and the effectiveness and appropriateness of systems and business processes utilized in the operation of the RE Market and the RE Certificates Registry.

RE Market Rules Clause 6.2.2 provides that the PEM Auditor shall ensure that the PREMS or any enhancements made to it have been certified as correctly implementing the intent of the RE Market Rules. 

To ensure sufficient and adequate expertise, the services of independent persons, teams, or companies, who shall act as the Independent Auditor, will be engaged for the said audit, in accordance with the PEM Audit Manual Section 3.2. Further, the PEM Audit Manual Section 4.1 provides that the PEM Audit Committee may engage the services of Independent Auditors or the internal audit unit of the Governance Arm for the conduct of audit.

Objectives of the Audit

Review and assess the compliance of the RE Registrar with the RE Market Rules and Manuals, and relevant circulars and issuances;
Review and assess adequacy of the procedures and working processes of the RE Registrar;
Review and assess the compliance and effectiveness of the PREMS enhancements with the RE Market Rules and Manuals, and system design specifications (list of PREMS enhancements is provided in Annex A);
Review and assess the actions taken by the RE Registrar to address previous audit findings; and 
Identify room for improvement in the current systems and processes in line with the objectives of the RE Market.
 
Applicable Rules and Documents

The following are the applicable Rules and Manuals and documents that shall guide the Internal Audit Department in the conduct of the audit:

RE Market Rules;
RE Market Manuals;
Allocation of RE Certificates from Feed-in-Tariff Eligible RE Generation Manual Issue 1.0
RE Market Registration Manual Issue 1.0
Renewable Portfolio Standards Rules for On-grid Areas;
Applicable DOE Advisories
RE Market Participant Registration and Support Procedure
RE Certificate Issuance Process Manual and Work Instructions 
PREMS Enhancements Design Documents and Release Documents.

1. [bookmark: _Toc225330866][bookmark: _Toc514316][bookmark: _Toc18317555][bookmark: _Toc18423154][bookmark: _Toc78274100][bookmark: _Toc95756996]Audit Scope

3.1. Period Covered

This audit shall cover the period 01 June 2024 to 25 June 2026


3.2. Auditee

Independent Electricity Market Operator of the Philippines as RE Registrar

3.3. Audit Criteria

The PEM Audit Manual Section 5.2.3 provides the criteria that shall be used to assess the spot market and Market Operator. The same criteria will likewise be used to assess the RE Registrar and PREMS Enhancements, as follows:

a. Clear accountability in the performance of RE Registrar functions and responsibilities;
b. Adequacy of trained staff to perform the assigned tasks and use the systems;
c. Efficiency of processes (e.g. time response);
d. Accuracy of tasks (e.g. number of errors);
e. Compliance with the RE Market Rules and Manuals;
f. Alignment of processes with the RE Market Rules and Manuals; and
g. Quality of the service measured in terms of frequency and level of complaints

3.4. Scope of Work

3.4.1. RE Registrar Operation Audit
	
Task 1.1 – RE Registrar Process and Compliance Review

This task covers the review of the RE Registrar’s compliance with its obligations in the RE Market Rules and Manuals, relevant Circulars, Orders and other Issuances of the DOE and ERC and existing Internal Business Procedures. This task also includes:

a. Verification of the accuracy, completeness, reliability, and timeliness of market system outputs and reports.
b. Evaluation of the adequacy and reliability of interfaces and data exchange mechanisms with REM Participants.
c. Review of the adequacy and effectiveness of process‑level controls, including access controls, segregation of duties, data integrity, audit trails, incident management, and cybersecurity measures.
d. Assessment of system availability, performance, and continuity arrangements, including redundancy, failover, performance testing, and Business Continuity and recovery procedures.
e. Review of actions taken to address prior audit recommendations.
f. Conduct of an end‑to‑end process walkthrough to assess process integration, control effectiveness, and alignment with regulatory requirements.

Task 1. 2 – PREMS Enhancement Audit

This task includes the review of the enhancements made to the PREMS, introduced during the covered period. In the implementation of the audit, the PEMC Internal Audit Department shall conduct the following activities: 

a. Determine whether the system enhancements are consistent with the RE Market Rules and Manuals, relevant circulars and issuances, and systems design specifications ;

b. Identify inconsistencies and non-compliances of the system enhancements with the RE Market Rules and Manuals, relevant circulars and issuances, and systems design specifications, and explanation as to how such conclusions were derived;

c. Provide recommendations as to how the identified inconsistencies and non-compliances could be corrected;

d. As necessary, examine remediations to address preliminary findings; 

e. Review whether the development to deployment of the market systems enhancements secured appropriate approvals; and

f. Review the adequacy and effectiveness of existing controls to prevent, detect and/or correct errors that the enhancements may bring about. 

Refer to Annex A for the list of PREMS enhancements.

3.5. [bookmark: _Toc452724780][bookmark: _Toc514322][bookmark: _Toc18317556][bookmark: _Toc18423155][bookmark: _Toc78274101][bookmark: _Toc95756997]Exclusion

The following areas shall be excluded in the scope of work:

a. Legal process; and
b. Budget and planning.

3.6. [bookmark: _Toc216708613][bookmark: _Toc29286467][bookmark: _Toc38894136]Materiality

3.6.1. The materiality levels for the tests of transactions and significant findings shall be set and disclosed by the Independent Auditor, subject to review and inputs of the Auditee, and subject to review and approval of the PEM Audit Committee. 

3.6.2. Upon the discretion of the Independent Auditor and review of the Auditee and the PEM Audit Committee, other thresholds may be adopted for the reporting of significant issues identified during the course of the review, although it is recognized that there may be qualitative aspects in determining the significance of any issue. That is, the Independent Auditor shall report and evaluate the impact of the issues that come to its attention that exceed these significant issues threshold, or that it believes to be significant for other reason.


2. [bookmark: _Toc225330867]Proposed Arrangements
1. [bookmark: _Toc452724781]
[bookmark: _Toc514323][bookmark: _Toc18317557][bookmark: _Toc18423156]
4.1. [bookmark: _Toc225330868][bookmark: _Toc78274102][bookmark: _Toc95756998]Audit Schedule 

4.1.1. The audit is expected to commence upon Internal Audit Department’s receipt of the Terms of Reference issued by the PEM Audit Committee. It is deemed complete upon the issuance of the Certificate of Completion by the Governance Arm.

4.1.2. Below are the details of the activities to be conducted for the completion of the audit with the corresponding tentative schedules:

	No.
	Activity
	Tentative Schedule

	1
	Opening Meeting
	2nd Week of July 2026

	2
	Scoping or Consultation and/or Coordination meetings with the PAC and Auditee 
	2nd – 3rd Week of July 2026 

	3
	Submission of Audit Plan 
	4th week of July 2026

	4
	Submission of Draft Audit Report and Presentation to PAC (Summary of Findings) 
	2nd week of December 2026

	5
	Closing meeting and submission of Final Audit Report 
	2nd week of January 2027

	6
	Reporting to the PAC, PEM Board, DOE, and ERC 
	As scheduled

	7
	Meetings with the PEM Audit Committee and/or concerned process owners
	As needed




4.2. [bookmark: _Toc225330869]Deliverables

4.2.1. The Internal Audit Department shall submit soft copies of the reports which include the following: 

a) Audit Plan – It shall contain the audit objectives, criteria, scope, exclusion, approach and methodology, and itinerary of activities, which shall be finalized by the Internal Audit Department with the PEM Audit Committee, in consultation with the parties to be audited.

The Internal Audit Department shall present the audit process and audit approach to the PEM Audit Committee and all parties involved.  

b) Draft and Final Audit Report – It shall contain the following: 

· Audit methodology;
· Main findings, including, but not limited to audit results of the specific tasks conducted under the scope of work; and identified non-compliance to the RE Market Rules and Manuals and other applicable rules including the level of materiality as set by the Internal Audit Department;
· Recommendations, such as possible amendments to the RE Market Rules and Manuals, operating procedures, control objectives, specific controls, practices, and processes in order to address non-compliance or provide best practices; and
· (For Final Audit Report) Response/Comments by the Auditees relative to the findings and recommendations of the Internal Audit Department

The Final Audit Report shall be provided to the Auditee and PEM Audit Committee for comments. The approval of the PAC shall deem the Audit Report as final. Moreover, the Final Audit Report shall have a public version which does not contain any confidential data and shall be published in the PEMC Website

4.2.2. The Internal Audit Department shall present its findings to the PEM Audit Committee, PEM Board, and as necessary, to the ERC, and DOE. The Final Report will be made available to the PEM Audit Committee, PEM Board, ERC, DOE, and to the Auditees.


4.3. [bookmark: _Toc448245996][bookmark: _Toc448246092][bookmark: _Toc448246247][bookmark: _Toc452724783][bookmark: _Toc514324][bookmark: _Toc18317558][bookmark: _Toc18423157][bookmark: _Toc78274103][bookmark: _Toc95756999][bookmark: _Toc225330870]Interface between the Internal Audit Department, the Auditees, the Market Operator and PEM Audit Committee 

4.3.1. The Internal Audit Department shall report to the PEM Audit Committee for the duration of the audit.  

4.3.2. All activities of the Internal Audit Department shall be accordingly coordinated with the PEM Audit Committee, through its Secretariat. The Secretariat shall extend all reasonable support to the Internal Audit Department for the durations of its services, which shall include, among others:

a) Preparing and facilitate communications to the Market Operator;
b) Facilitate access to all data and information for the implementation of the audit; 
c) Facilitate access to PREMS by coordinating with the Market Operator regarding necessary arrangements; and
d) [bookmark: _Toc18317559][bookmark: _Toc18423158][bookmark: _Toc514325]Arrange meetings with the PEM Audit Committee, Auditees and as necessary, with Observers, to discuss issues and concerns pertaining to the conduct of the review.

4.3.3. ​Having primary access to the PREMS, the Market Operator shall provide PEMC the access to the test environment for purposes of PEMC’s demonstration of the system enhancements during the audit










[bookmark: _Toc168912752][bookmark: _Toc225330871]Annex A – List of PREMS Enhancements

	[bookmark: List_of_PREMS_Enhancements_1505!A1:G18]No
	PREMS Module
	Description
	Basis for Change
	Effective/Deployment Date
	Change Impact/Details

	1
	Participant’s Bulletin Board (Create for Sale)
	RFCs “For Sale” offers in the Bulletin Board SHOULD be separately created with unique “Date Issued” & “Expiry Date” so that the REC Bulletin Board is the EXACT PRICE (not average) of the REC to be sold. We can tag the “Date Issued” & “Expiry Date” as required inputs
	RFC-2412-038
	Deployed on 18 December 2024
	

	2
	Participant’s Bulletin Board (Create for Sale)
	PREMS should require the seller to input one specific date to filter one issuance date (in relation to number 1)
	RFC-2412-038
	Deployed on 18 December 2024
	

	3
	Participant’s Bulletin Board (Create for Sale)
 
	“There are filed validation errors” appears when clicking submit “For Sale” offer even if the input data is complete. Note that the “For Sale” offer can’t be submitted successfully.
	RFC-2412-038
	Deployed on 18 December 2024
	

	4
	Participant’s Bulletin Board (Create for Sale)
	Seller should not be allowed to offer expired RECs in the Bulletin Board
	RFC-2412-038
	Ongoing development[footnoteRef:6] [6:  Awaiting confirmation from the Auditee on the target completion date ] 

	

	5
	Dashboard and RECs Summary
	Expired RECs should automatically be categorized as “Expired” in the RECs Summary and the count must be reflected in the Dashboard as “Expired”
	RFC-2412-038
	Ongoing development5
	

	6
	REC Transfer – Outbox – Transfer Lodge 
	Expired RECs should not be shown in the Seller’s Transfer Lodge
	RFC-2412-038
	Ongoing development5
	

	7
	REC Transfer – Outbox – Transfer Lodge
	The lines under the zeroes should not disappear
	RFC-2412-038
	Deployed on 18 December 2024
	

	8
	REC Transfer – Outbox – Transfer Lodge
	The seller should be able to submit the transfer lodge with complete details without warning
	RFC-2412-038
	Deployed on 18 December 2024
	

	9
	REC Transfer – Outbox – Update Transfer
	“Cancel” Button in the Update Transfer UI should be removed since the seller can cancel it in the Outbox UI. Or “Cancel Update” & “Cancel REC Transfer Offer” button can be created
	RFC-2412-038
	Deployed on 18 December 2024
	

	10
	REC Standing Order - Outbox - Lodge Standing Order
	There should be a filter option for the seller to select the specific REC (“Technology”, “Region”, “Issued 
Date”, “Expiry Date”, etc.) to sell.
	RFC-2412-038
	Deployed on 18 December 2024
	

	11
	REC Standing Order - Outbox - Lodge Standing Order
	The required input price should be the "Price per REC".
	RFC-2412-038
	Deployed on 18 December 2024
	

	12
	REC Standing Order - 
Outbox - Lodge 
Standing Order
	No warning prompt should be shown (except for 
0).
	RFC-2412-038
	Deployed on 18 December 2024
	

	13
	REC Standing Order - 
Outbox
	a) Seller should be able to update/edit pending offers provided that the offer is not expired/accepted yet. 
b) Seller should not be able to cancel the  standing orders that are already accepted
	RFC-2412-038
	Deployed on 18 December 2024
	

	14
	Registration - Facility
	Allow the submission of Meter IDs with less than 13 characters with a minimum of 2 characters.
	RFC-2412-038
	Deployed on 30 December 2024
	

	15
	REC Calculation
	Retain the hourly calculation of RECs of said facilities even after setting the Eligible and 
Registered capacity as equal.
	RFC-2412-038
	Deployed on 30 December 2024
	

	16
	PREMS
Miscellaneous
Enhancements
and
Modifications
for Run of RPS
Obligations
	The key features/functionalities are as follows:

This enhancement includes the following functional and
technical updates to the calculation of the RPS Obligation within
the PREMS production environment.

· A pop-up interface will be developed where the RE Registrar can input the Trading Participant Name for the purpose of calculation.

· The RPS Obligation will be calculated based on the parameters entered by the RE Registrar.

· Only Trading Participants who have not yet been issued an RPS Final REC Statement will be eligible for this calculation.
	RFC-2602-001
	Deployed on 06 March 2026
	

	17
	PREMS Enhancement: Implementation of Green Energy Auctions-Feed-in-Tariff (GEA-FiT) REC Issuance
	· PREMS software must be enhanced to include an import module for GEA data, specifically GEA RE Generator MQ and GEA-All Data, accessible through a dedicated tab with Facility Registration configured to allow toggling for GEA.

· PREMS software must be enhanced to include a GEA Eligible by Billing Period feature to support the calculation, allocation, and issuance of RECs to mandated participants.
	RFC-2605-004

	Estimated to be deployed by 2nd week of June 2026
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