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SECTION 1  		INTRODUCTION 
  
1.1 [bookmark: _Toc531272193]BACKGROUND

The Wholesale Electricity Spot
1.1.1 This Market Manual contains a descriptive summary of Rules (the “WESM Rules in relation to” or the PEM Auditor and WESM audits.  This Manual“Rules”), under Clause 1.4.6  provides for the formation of a PEM Audit Committee that  shall oversee the conduct of  audits, by independent auditors,  of the operation of the spot market, the Market Operator, System Operator, and Metering Service Providers.      

1.1.2 Thisobjectives, scope and procedures of the  Manual is developed in accordance with  Clauses 1.5.2  and 5.2.6.2 of the WESM Rules, and Clauses 1.4.3.1 and 4.8.1  of the Retails Rules  which mandate the PEM Audit Committee  to oversee the following:  

a) Conduct of audits of the procedures, persons and systems of the Market Operator, Metering Services Providers and the System Operator  as they relate to the operation of  the spot market;

b) Test and check any new items or versions of software provided by the Market Operator andfor the spot market, or specific auditsuse of WESM Members requested to;

c) Review the PEM Auditor,calculations and allocations performed by the metering and in general the functionssettlement systems, the billing and information systems, the scheduling and dispatch processes, and the ICT Change Management Procedure of the PEM Auditor in auditingMarket Operator;

d) Review the Market Operator’s compliance with the WESM Rules.  It also covers the characteristics of the, its Market Manuals and other relevant laws and issuances;

e) Review any procedures and practices which are covered by the WESM Rules at the direction of the PEM Board;

f) Recommend changes to the WESM Rules, Retail Rules and relevant Market Manuals where  deficiencies    have been identified as a consequence of an audit processes and use of expert auditors by the PEM Auditor, and the system for reporting, review, test, check or other forms of review; 

g) Publish in the PEMC website the results and recommendations of such audits. of any finding and recommendation under   Clause 5.2.6 of the WESM Rules;  

h) Conduct the audit of the Central Registration Body and the systems, processes and procedures and other matters relevant to the operation of the Central Registration Body and the performance of its functions as set forth under Clause 1.4.3.1  in the Retail Rules;  

i)       Test and check any new item or new version of market-related software used by the Central Registration Body or provided by the Central Registration Body for 
use by WESM Members; and

j)        Conduct  of the review and audit of the metering arrangements and compliance of Retail Metering Services Providers and the Central Registration Body to the requirements of the Retail Rules, its applicable Market Manuals and other relevant laws and issuances.

1.2   PURPOSE 

1.2.1 The general objectives of this Manual are the following:

a) Establish the requisites and mechanisms to ensure the independence and transparency of the PEM AuditorAudit Committee  and  the   WESM  audits; and reviews  it administers.   

b) Establish the requisites and mechanisms to ensure independent and effective audits of the spot market and of the Market Operator, the Metering Services Providers and the System Operator   as well as to ensure compliance and non discrimination in applying the WESM Rules, the Retail Rules and  its Market Manuals;

c) Establish effective procedures and audit processes when the PEM AuditorAudit Committee is requested to assess compliance or identify problems in the implementation or application of the WESM Rules regarding generation scheduling, dispatch, price setting and settlement;

d) Clarify the different types of audits that may be requested from the PEM AuditorAudit Committee, including special audits of a WESM Member, a Metering Service Provider, the System Operator or the Market Operator when requested by the PEM Board or in the assessment or investigation of an alleged breach;

e) Clarify the rights and responsibilities of the PEM AuditorAudit Committee in proposing amendments to the WESM Rules, the Retail Rules or its Market Manuals when identifying, through audit processes, problems in the design or implementation or application of the WESM Rules, or in submitting reviews to amendments to the WESMRetail Rules; or its Market Manuals. 

f) Establish the role of the PEM AuditorAudit Committee  in relation to the review of metering installations and arrangements; and

g) Establish the rights and mechanisms for the PEM AuditorAudit Committee  to contract external independent expert auditor support and the mechanisms for field audits.

1.1.1 The PEM Auditor may identify non-compliance conducts or conditions during an audit process.  In such cases, the PEM Auditor should submit a non-compliance complaint to the Enforcement and Compliance Officer (ECO).
1.2.2 This Manual provides the objectives, scope and the procedures for the conduct of the audits of the Market Operator and the spot market, the System Operator and Metering Services Providers or specific audits of WESM Members requested of the PEM Audit Committee.

1.2.3 This Manual also defines the responsibilities and the functions of the PEM Audit Committee pursuant to the relevant provisions of the WESM Rules and the Retail Rules and its Market Manuals.   


1.3 [bookmark: _Toc531272195]SCOPE


1.1.2 For the purpose of this Manual, any act, omission, conduct or behavior and the like contrary to or in non-compliance with the WESM Rules, including its Market Manuals, the WESM Objectives, rules and regulations, regarding the WESM Rules, shall be considered a breach.

1.1.3 Upon the request of the Enforcement and Compliance Officer (ECO) or the PEM Board to assist in the assessment or investigation of an alleged breach, the PEM Auditor shall carry out or coordinate and supervise the required audits, inform the audit findings and give its opinions in relation to the alleged breach. The procedures and processes described in this Manual do not cover the details of assisting or auditing in the assessment or investigation process of an alleged breach, as they are covered in the Compliance and Enforcement Market Manual.  However, this Manual covers the interactions between the PEM Auditor, the ECO and the PEM Board in relation to alleged breaches.

1.2 [bookmark: _Toc109757477][bookmark: _Toc109758539][bookmark: _Toc110536592][bookmark: _Toc110576448][bookmark: _Toc110689717][bookmark: _Toc111572015][bookmark: _Toc113006928][bookmark: _Toc113334834][bookmark: _Toc317670981]Scope

1.3.1 This Manual covers all related activities and procedures in relation to the PEM Auditor, auditsAudit Committee audit of the spot market and the Market Operator, the System Operator, the Metering Service Providers  and special audits of WESM Members.  This includes the following:

a) A description of the functions, reports and responsibilities of the PEM AuditorAudit Committee;

a) Requisites and qualifications of the PEM Auditor or any expert auditor used, to ensure independence, adequate expertise and transparency of audits;

b) Access rights to the audit reports, proposed recommendations by external auditors and the final recommendations of the PEM AuditorAudit  Committee;

c) Review of implementation and results of audit recommendations;

d) Procedures, general methodology and scope of an audit and the audit results;

e) Interaction between the PEM BoardAudit Committee  and the Enforcement and Compliance Office (ECO) or the PEM Board when requested an assessment or audit related to an investigation of an alleged breach;

f) Procedures and criteria for the PEM AuditorAudit Committee to assess the efficiency, validity and justification of new software or modifications to existing software of the Market Operator;

g) A description of interactions between the PEM AuditorAudit Committee and  the PEM Board, and the rules change process,Rules Change  Committee   in relation to the results and recommendations of the audits, amendments proposedleading to proposals for the  amendment of the WESM Rules, the Retail Rules, or in submitting results of special audits requested by the PEM Board.its Market Manuals.  

1.2.2 This Manual provides for a streamlined process for an annualthe  audit of the spot market, conducted together with the Market Operator audit.

1.3.2 [bookmark: _Toc109757478][bookmark: _Toc109758540][bookmark: _Toc110536593][bookmark: _Toc110576449][bookmark: _Toc110689718][bookmark: _Toc111572016][bookmark: _Toc113006929][bookmark: _Toc113334835][bookmark: _Toc317670982]Review, the Metering Services Providers and Updatesthe System Operator. 

1.3.3  This Manual  also covers the interaction between the PEM Audit Committee, the ECO and the PEM Board in relation to  any request by the ECO or the  PEM Board  for the PEM Audit Committee to assist,  through its audits, in the assessment or investigation of an  alleged breach. 

1.2.3 For the purpose of this Manual, any act, omission, conduct or behavior and the like contrary to or The PEM Board, with the assistance of the PEM Auditor, shall maintain this Manual under review, to identify any need for updates and amendments.

1.2.4 Amendment to the provisions of this Manual requires the approval of the PEM Board.  After each such approval, the amended Manual shall be published in the Market Information Website. Subject to the Manual of Procedures on Changes to the WESM Rules, the approval of the PEM Board shall specify the date when the amended Manual becomes effective.  However, no such amendment and/or change to this Manual shall be retroactively applied.

1.2.5 Amendment proposals to this Manual may arise from
1.3.4 not in compliance with the WESM Rules and the Retail Rules    including its Market Manuals shall be considered a breach.

[bookmark: _Toc531272196]SECTION 2. DEFINITIONS, INTERPRETATION AND CONSTRUCTION
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2.1 [bookmark: _Toc531272198]DEFINITIONS

a) The PEM Board, upon its own initiative or upon a recommendation by other PEM Committees; 

b) A WESM Member, the Market Operator or any party affected by the operations of this Manual; and

c) The PEM Auditor in view of: 
i. Audit experiences, problems or other issues that arise in the implementation and application of this Manual; or 
ii. Amendments to the WESM Rules or other Applicable Law, Rules and Regulations; or 
iii. Conflict of interpretation; or 
iv. Provisions or parts of this Manual being annulled or declared invalid. 

1.2.6 Amendment proposals shall be submitted, reviewed and approved in accordance with the procedures in the Rules Change Manual.

1.2.7 The responsibility for drafting the amendments occasioned and approved by the above-described circumstances shall lie with –

a) The Rules Change Committee regarding amendments to this Manual that are required or otherwise attributable to amendments to the WESM Rules or other Applicable Law, Rules and Regulations; or

b) The PEM Auditor in all other amendments provided however that the PEM Auditor may request the assistance of the Rules Change Committee.
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2.1 [bookmark: _Toc317670984]Definitions

Unless otherwise defined in this Manual, terms and acronyms used in this Manual shall have the same definition as that in the WESM Rules.

Act means the Republic Act No. 9136 also known as the Electric Power Industry Reform Act (EPIRA), as they may be issued or modified by competent authorities from time to time.
Applicable Law, Rules and Regulations shall include the EPIRA and its Implementing Rules and Regulations, the Philippine Grid Code, the Philippine Distribution Code, the WESM Rules and Market Manuals, the Competition Rules, and such other codes, rules, regulations, issuances related to the WESM, as they may be issued or modified by competent authorities from time to time.
Audit Committee refers to a group of experts selected by the PEM Auditor to act as auditors and support the audit functions in the WESM.
Audit Report meansrefers to the report of the PEM Auditor or the   Audit Committee or the External Auditor that presents audit results and recommendations.
DOE External Auditor refers to the Department of Energy, the government agency created pursuant to Republic Act No. 7638.
Enforcement and Compliance Officer (ECO) refers to an officer of the PEMC in charge of the compliance and enforcement functions and responsibilities as established in the WESM Rules, and in charge of the corresponding procedures established in the Compliance and Enforcement Market Manual.
ERC refers to the Energy Regulatory Commission, thegroup of people or team with adequate expertise, organized to conduct independent quasi-judicial regulatory body created by the EPIRAaudits or special audits of the processes and the systems of the WESM.
Independent means a person that is considered as independent of the Philippine electric power industry, in accordance with the criteria set forth in the WESM Rule 1.4.2.7Rules. 
Investigation means an inquiry conducted by the ECO or conducted by the MSC upon request by the ECO to verify compliance with the WESM Rules, pursuant to the Compliance and Enforcement Market Manual.
Market Manual means a manual of specific procedures, systems and protocols for the implementation of the WESM Rules and for the PEM Committees and the ECO.
Market Manual Website means the website that the PEM Board assigns for the publication of the Market Manuals and that can be accessed by WESM members.
Manual refers to this PEM Audits Market Manual.
Market Information Website means the website for the publication of information and results of the WESM established in accordance with the WESM Rules.
Market Surveillance Committee (MSC) refers to the PEM Committee appointed by the PEM Board to monitor and report on activities in the spot market in accordance with the Market Surveillance Market Manual.
Metering Services Provider refers to a person or entity authorized by the ERC to provide metering services and registered with the Market Operator in that capacity in accordance with clause 2.3.6 of the WESM Rules.
PEM Auditor refers to the auditor appointed by the PEM Board as defined in the WESM Rules and tasked to undertake the functions and activities set out in this Manual.
PEM Board refers to the Board of Directors of the PEMC that is responsible for governing the WESM.
PEM Committee refers to a Committee duly provided for under the WESM Rules and such other committees created by the PEM Board from time to time be, including for purposes of this Manual, the PEM Auditor, the Technical Committee and the MSC.
PEMC refers to the Philippine Electricity Market Corporation, a non-stock, non-profit public-private partnership that governs the wholesale electricity spot market (WESM).
PEMC Charter refers to the Articles of Incorporation and By-Laws of the PEMC, as approved by the Securities and Exchange Commission on 18 November 2003, and as they may be amended from time to time.
Rules denote the WESM Rules.
Rules Change Committee refers to the committee established by WESM Rule 8.2 to review and propose amendments to the WESM Rules.
Selection Committee refers to the Committee composed of at least three (3) members of the PEM Board, one of whom should be an Independent PEM Board director, which is tasked to review and evaluate the qualifications of all persons nominated to any PEM Committee requiring appointment by the PEM Board. 
Technical Committee refers to the group of persons appointed by the PEM Board to monitor and review technical matters under and in relation to the WESM Rules, the Grid Code and Distribution Code, in accordance with WESM Rule 1.7;
Trading Participant is a person or entity registered with the Market Operator in accordance with WESM Rule 2.3.3 as either a customer or a generation company.
WESM Objectives refers to the objectives of the spot market as defined in WESM Rule 1.2.5.
WESM Member means a person who is registered with the Market Operator in accordance with WESM Rules 2.3 and 2.4, and that includes Trading Participants, Metering Services Providers, Network Service Providers, Ancillary Services Providers and the System Operator.

2.2 [bookmark: _Toc317670985]Interpretation and Construction
  

2.2 [bookmark: _Toc110536527][bookmark: _Toc110570070][bookmark: _Toc110574240][bookmark: _Toc110576452][bookmark: _Toc110689721][bookmark: _Toc111572019][bookmark: _Toc113006932][bookmark: _Toc113334838][bookmark: _Toc531272199]INTERPRETATION AND CONSTRUCTION

2.2.1 Any Annex to this Manual shall be considered an integral part hereof.

2.2.2 Any reference to "this Market Manual " or "this Manual" is a reference to the whole of this PEM AuditsAudit Market Manual, including all its Annexes.

2.2.3 The singular includes the plural and vice versa.

2.2.4 The words “such as”, "include", "including", “for example” and "in particular" shall be construed as being by way of illustration or emphasis only and shall not limit or prejudice the generality of any foregoing words.

2.2.5 Headings in this Manual are for convenience only and shall not affect the construction and interpretation of the provisions of this Manual.

2.2.6 Any reference to any law, regulation made under any law, rules or codes shall be to that item as amended, modified, revised or replaced from time to time.

2.2.7 Unless otherwise stated or contextually inherent, any reference to a numbered rule corresponds to that clause in the WESM Rules. 

2.2.8 The provisions in this Manual, the WESM Rules, the Retail Rules  and other Market Manuals shall be read, construed and interpreted in such a manner as to harmonize and reconcile each and every provision thereof.  In the event of inconsistency, the WESM Rules or the Retail Rules whichever is applicable  shall prevail.

2.2.9 Should any provision of this Manual be declared invalid or nullified by any court or authority of competent jurisdiction, the other provisions not affected by the declaration of invalidity or nullity shall continue to be in full force and effect.

2.2.10 If part of a provision of this Manual should be invalidated or nullified by any court or authority of competent jurisdiction, but the rest of such provision would remain valid if part of the wording were deleted, the provision shall apply with such minimum modification as may be:

a) Necessary to make it valid and effective; and 

b) Most closely achieves the result of the original wording but without affecting the meaning or validity of any other provision of this Manual. 
3 [bookmark: _Toc110536597][bookmark: _Toc110576453][bookmark: _Toc110689722][bookmark: _Toc111572020][bookmark: _Toc113006933][bookmark: _Toc113334839][bookmark: _Toc317670987]The PEM Auditor 

3.1 [bookmark: _Toc317670988]Responsibilities

[bookmark: _Toc317670837][bookmark: _Toc317670986][bookmark: _Toc531272200]SECTION 3. THE PEM AUDIT COMMITTEE      
3 [bookmark: _Toc531272201][bookmark: _Toc531272202][bookmark: _Toc110536599][bookmark: _Toc110576455][bookmark: _Toc110689724][bookmark: _Toc111572022][bookmark: _Toc113006935][bookmark: _Toc113334841]
3.1 [bookmark: _Toc531272203]RESPONSIBILITIES

Pursuant to WESM Rules Clause 1.5.2,  
3.1.1 The main responsibility of the PEM Auditor is to Audit Committee    shall oversee the conduct, on his own or through appointment of auditors, and to coordinate and supervise   of effective and independent audits of the operation of the spot market and of the Market Operator, the System Operator and Metering Services Providers in accordance with the processes discussed in this Manual and provide recommendations consistent with the WESM Objectives in order to reinforce the Trading Participants’ confidence in the transparency and adequacy of the operation of the WESM and the Retail Market.

3.1.2 To The PEM Audit Committee shall support and facilitate assessmentsthe assessment or investigationsinvestigation of an alleged breach toof  the WESM Rules and when, the Retail Rules or its Market Manuals,    whenever  requested by the ECO, or the PEM AuditorBoard. In this regard, the PEM Audit Committee  may initiate the conduct of specific audits onof WESM Members, Metering Service Providers,  the System Operator, or the Market Operator pursuant  to compliance withthe standards, systems and procedures established in the WESM Rules,  the Retail Rules or its Market Manuals. The PEM Audit Committee shall  coordinate and supervise the required audits, inform the PEM Board and/or the ECO of its audit findings and give its opinion in relation to the alleged breach.

3.1.3 In the performance of its responsibilities, the PEM Auditor Audit Committee  shall endeavor to conduct audits and makeprovide  recommendations consistent with -  

a) The WESM Objectives;

a) The development of the WESM and the Retail Market in a manner that is sustainable, competitive, efficient, transparent and reliable;

b) Non discrimination;

b) Consistency and transparency; and

c) Efficient and effective systems, software and working processes. 

3.1.4 The PEM AuditorAudit Committee  shall observe all provisions of the WESM Rules, the Retail Rules and its Market Manuals and the PEMC Charter  that are applicable to its functions and responsibilities, as well as any standard of conduct or conflict of interest guidelines prescribed by the PEM Board by resolution.

3.1.2  The PEM Board, through the President of the PEMC, shall exercise administrative supervision over the PEM Auditor. As such, the President shall exercise the following functions:

a) Monitor the performance of the PEM Auditor, including the Audit Committee;

b) Provide recommendation on any adjustments of honoraria that may be received by the PEM Auditor, including the Audit Committee;

c) Recommend the termination and removal of the PEM Auditor or member of the Audit Committee.

3.2 [bookmark: _Toc317670989]Scope of Work and Functions

3.1.5 The PEM Auditor has the following scope of work and specific functions: 

a) Administer and ensure the effective implementation and operation of the audit provisions of this Manual;

b) Review the adequacy and test any new, upgraded or modified software of the Market Operator for the WESM or provided to WESM Members for their own use; 

a) Ensure effective and independent audits of the spot market and of the Market Operator, particularly but not limited to:
i. The audit of the generation scheduling and dispatch process, price calculation, market settlement; and 
ii. The audit of any other procedures, processes, persons, systems or other matters relevant to the WESM and the implementation of the WESM Rules; 

c) Review or audit specific procedures, standards, facilities or systems related to generation scheduling, dispatch, prices and settlement at the request of the PEM Board, either to assess adequacy of such matters, procedures or processes, or to audit compliance; 

b) During an investigation of an alleged breach, and upon the request of the ECO, assess or audit compliance by a WESM Member, the System Operator or the Market Operator on systems or procedures in relation to generation scheduling, dispatch and settlement, or other systems and procedures established in the WESM Rules; 

c) Submit written proposals of changes to the WESM Rules concerning generation scheduling, central dispatch, settlement and other matters covered in its auditing activities, if the PEM Auditor detects deficiencies as a result of an audit or review process, or other test or check performed in the course of its duties; 

d) Select and propose, experts or expert teams to be contracted as special external auditors for specific and specialized audits; 

d) Prepare audit reports with the main audit findings and the recommendations to be implemented, and see that the reports are published in the Market Information Website; 

e) Maintain data, reports and other information related to the development and results of the audit processes; and,

e) Conduct audit of market assessment system to determine if the system is producing outcomes consistent with the WESM Rules and the WESM objectives.

3.2.2 In performing its audit work, the PEM Auditor may request to contract, subject to the PEM Board approval, independent persons or teams with adequate expertise to act as auditors in specific and specialized audits.

3.3 [bookmark: _Toc317670990][bookmark: _Toc110536600][bookmark: _Toc110576456][bookmark: _Toc110689725][bookmark: _Toc111572024][bookmark: _Toc113006937][bookmark: _Toc113334843]Selection and Appointment

3.3.1 The PEM Board shall select and appoint a person with the qualifications and requisites established in this Manual to perform the mandate of the PEM Auditor.

3.3.2 Selections shall be made at least one month before the expiration of the term of the PEM Auditor or within one month after a vacancy has occurred in the position of PEM Auditor.  PEM Board shall publish in a newspaper of general circulation and post in the Market Information Website a notice calling for the submission of qualified nominees.  Any person or entity making such nomination must submit a nomination form as prescribed by the PEM Board. 

3.3.3 The Selection Committee shall review the persons nominated and request from those that it considers compliant with the qualifications and requisites, the submission of an expression of interest with their qualifications and experience.

3.3.4 The Selection Committee will review the submissions received and select the person best qualified and complies with the independence requisites. In determining the list of nominees, the Selection Committee shall consider foreign professionals only if such professional is known to be an outstanding expert or specialist in the particular field and that the services of such foreigner is urgently necessary either for lack of local experts or if his or her service will promote the advancement of the WESM.

3.3.5 Upon receipt of the list of qualified nominees from the Selection Committee, the PEM Board shall post in the Market Information Website and make available to all WESM Members the list of nominees.

3.3.6 The PEM Board shall, by resolution, approve and confirm the PEM Auditor recommended by the Selection Committee from among the list of qualified nominees.  

3.4 [bookmark: _Toc317670991]Qualifications and Disqualifications

3.4.1 To be a PEM Auditor, a person must fulfill the following requisites and possess the following qualifications:

a) Be a natural person;

b) Be of legal age;

c) Be of sound mind;

d) Be at least a college graduate, provided that this qualification shall not apply to those with at least ten (10) years of relevant experience in their field of expertise;

e) Have an understanding of the processes and types of software involved in generation scheduling and centralized economic security constrained dispatch in power systems;

f) Have an understanding of the electricity industry in Philippines, the WESM Rules, and of the settlement requirements in the WESM, at least possessing the capacity to quickly acquire such an understanding;

g) Be Independent; and

a) Be objective, without any interference or undue influence from the Market Operator, System Operator or any WESM Member.

3.4.2 In addition to the qualification requirements in the previous paragraph, the PEM Auditor must not be and not have been:

a) Convicted by final judgment of an offense involving moral turpitude or any fraudulent act or transgression;

b) Found with finality by a court of competent jurisdiction or a quasi-judicial body to have willfully violated, or aided, abetted, counseled, induced or procured the violation of any Applicable Law, Rules and Regulations;

c) Judicially declared to be insolvent;

d) Found guilty by final judgment by a foreign court or equivalent regulatory authority of acts, violations or misconduct similar to any of the acts, violations or misconduct listed in the foregoing paragraphs;

e) Convicted by final judgment of an offense punishable by imprisonment for a period exceeding six (6) years.

3.4.3 Prior to being appointed as PEM Auditor, the person must provide the PEM Board a signed declaration that the person fully complies with the independence requisites established in this Manual and has no conflict with any of the parties covered in this Manual when he assumes the position as a member of the MSC.

3.5 [bookmark: _Toc110536601][bookmark: _Toc110576457][bookmark: _Toc110689726][bookmark: _Toc111572025][bookmark: _Toc113006938][bookmark: _Toc113334844][bookmark: _Toc317670992]Term of Appointment

3.5.1 The PEM Auditor shall be appointed for a fixed term of five (5) years and shall be eligible for re-appointment for one additional fixed term of up to five (5) years.

3.5.2 The PEM Board may terminate the appointment of the PEM Auditor–prior to the end of its term in the following cases:

3.1.6 The PEM Auditor ceases to meet the qualifications and requisites established in this Manual.

a) The PEM Auditor becomes disqualified in accordance to the disqualification conditions in this Manual.

b) The PEM Auditor fails to perform its duties and responsibilities in accordance with this Manual or he acts contrary to the principles and objectives of the WESM.

For purposes of this provision, the PEM Board shall constitute an ad hoc committee of three (3) persons, composed of the President of PEMC, an Independent Director, and one member from other committees not belonging to the Audit Committee or Technical Committee. The ad hoc committee shall determine and evaluate whether there is sufficient ground to terminate the PEM Auditor’s appointment. A determination made by the ad hoc group finding insufficient grounds for termination shall be final.  However, if the ad hoc group finds that there is sufficient ground to seek the termination of the PEM Auditor, the same shall be confirmed by a majority vote of the PEM Board constituting a quorum.

3.5.3 The PEM Auditor shall cease to hold office if the said person 

a) Resigns prior to the end of its appointment period, or no longer complying with the required qualifications and other requisites, or other personal reasons; or

b) Becomes incapable of performing his duties as stated in this Manual; or

c) Dies.

3.5.4 For impending vacancy of the PEM Auditor, the PEM Board, through the Selection Committee, shall select a replacement sufficiently in advance to enable the replacement to be available in time.  The replacement must meet the qualifications and requisites set forth in this Manual.  If the replacement has not been appointed in time, the PEM Board may appoint an officer-in-charge to discharge the functions of the PEM Auditor in a transitory capacity until a permanent and qualifying replacement has been appointed.

3.6 [bookmark: _Toc110536602][bookmark: _Toc110576458][bookmark: _Toc110689727][bookmark: _Toc111572026][bookmark: _Toc113006939][bookmark: _Toc113334845][bookmark: _Toc317670993]Data Management and On-going Review

3.1.7 The PEM Auditor shall implement effective data management onof  its audit processes and shall organize, maintain and review audit results, findings and the implementation of audit recommendations.

3.1.8 The PEM AuditorAudit Committee shall ensure adequate follow up of eachall audit recommendationrecommendations, and shall  verify, in relation to problems and issues identified in an audit, whether the action plans to address the audit findings and recommendations wherewere implemented and,. Likewise, the PEM Audit Committee shall   assess if so, whether they were successful in achievingthe action plans addressed the audit findings and achieved the desired outcomes and solving  solved the identified problems.

3.1.9 The PEM AuditorAudit Committee shall implement a formal mechanism for trackingto track the developmentstatus of action plans committed  to address   deficiencies identified byin the audits, and the ways in which these deficiencies are being corrected..   

3.1.10 The PEM AuditorAudit Committee shall implement for each audit conducted a post-implementation review to ensure that appropriate emphasisattention  is given to the audit findings and that the relevantconcerned  parties are implementing the recommendations.action plans committed to address the audit findings.  In particular, the PEM AuditorAudit Committee  shall include the following as part of the scope of work of each audit, viz.:  

a)	The review of the measures implemented and actions taken in view of the recommendations ofmade for  the previous similar  same type of audit conducted previously;

b)	Comments on the adequacy of the measures implemented and actions taken in view of the findings and recommendations of the previous audit; and

c)    Further recommendations, if a problem problems found in the previous audit continuescontinue to be unsolved or if the party was unable to put in place the enhancements recommended in the previous audit.

3.7 [bookmark: _Toc317670994]Reports 

3.1.11  The PEM AuditorAudit Committee  shall   review this Manual annually, to identify any need for updates and amendments.
 
3.2 [bookmark: _Toc531272204][bookmark: _Toc111572023][bookmark: _Toc113006936][bookmark: _Toc113334842][bookmark: _Toc531272205]SCOPE OF WORK AND FUNCTIONS

3.2.1 The PEM Audit Committee  has the following scope of work and specific functions: 

f) Administer and ensure the effective implementation and operation of the audit provisions of this Manual;

g) Review the adequacy and test any new, upgraded or modified software of the Market Operator for the WESM or provided to WESM Members for their own use; 

h) present the results ofTest and check any new items or new versions of market-related software used by the Central Registration Body or provided by the Central Registration Body for use by WESM Members;

i) Conduct    effective and independent market audits, particularly but not limited to:
iii. The audit of the generation scheduling and dispatch process, price calculation, market settlement; and 
iv. The audit of any other procedures, processes, persons, systems or other matters relevant to the WESM and the implementation of the WESM Rules; 

j) Conduct an audit of the Central Registration Body and the systems, processes and procedures and other matters relevant to the operations of the Central Registration Body and the performance of its functions.

k) Review or audit specific procedures, standards, facilities or systems related to generation scheduling, dispatch, prices and settlement at the request of the PEM Board, either to assess adequacy of such matters, procedures or processes, or to audit compliance; 

l) assessments and reviewsDuring an investigation of an alleged breach, and upon the request of the ECO or the PEM Board, assess or audit compliance by a WESM Member, Metering Services Provider/s, the System Operator or the Market Operator on systems or procedures in the followingrelation to generation scheduling, dispatch and settlement, or other systems and procedures established in the WESM Rules or the Retail Rules; 

m) Submit written proposals of changes to the WESM Rules, the Retail Rules and applicable manuals concerning generation scheduling, central dispatch, settlement and other matters covered in its auditing activities, if the PEM Audit Committee   identifies  deficiencies as a result of an audit or review process, or other tests or checks performed in the course of its duties; 

n) Participate in the process for the selection   of external auditors to be    contracted for   specific and specialized audits; 

3.7.1 Prepare audit reports:
 containing the
a) At the end of each audit, an Audit Report, including an executive summary summing up the outcomes of the audit, main findingaudit findings and the recommendations;

b) Rules Review Reports; 

c) Software Review Reports; 

o) After to be implemented, and ensure that the reports are published in the PEMC Website; 

p) Maintain data, reports and other information related to the development and results of the audit processes; and,

q) annualConduct an audit of the market assessment of metering arrangements, a Metering Arrangements Report; andsystem to determine if the system is producing outcomes consistent with the WESM Rules and the WESM objectives.

Compliance Assessment Reports, on the assessment or investigation of alleged breaches.In performing its audit work,

3.2.2 Within fifteen (15) days after an audit is finalized by the PEM Auditor or by a designated expert or expert team contractedAudit Committee  may request to contract   independent  external  auditors with adequate expertise to act as auditor(s), theauditors  for  specific and specialized audits.

  
3.3 [bookmark: _Toc110536603][bookmark: _Toc110576459][bookmark: _Toc110689728][bookmark: _Toc111572027][bookmark: _Toc113006940][bookmark: _Toc113334846][bookmark: _Toc531272206]REPORTS 

3.3.1 The PEM AuditorAudit Committee  shall prepare and  submit an Audit Report, to the PEM Board an Audit Report, containing –within thirty (30)  calendar   days after an audit is finalized.  

3.3.2 The Audit Report to be submitted to the PEM Board shall contain the following:  

a) An executive summary that provides a concise description of the audit process, its results and recommendations;

b) A description of the scope and nature of the audit, and the parties audited;

c) If external expert auditors were used, the name of the experts or expert team, the description of its relevant expertise and the report prepared by the expert; 

d) The description of the audit process and outcomes; and 

e) The main findings and recommendations.

It is hereby provided that allAll information or data included in the Audit Report will take into consideration the confidentiality practices established in this Manual and the WESM Rules.

3.3.3 The PEM BoardAudit Committee shall submit the results of the audit conducted to the PEM Board for its information.  A copy of said report shall  be  provided to the   following:

a) WESM Governance Committees;
b) Department of Energy; and 
c) Energy Regulatory Commission.


3.7.2 Within review each Audit Report.  Not later than fifteen (15) working days after the next PEM Board meeting following the receipt of the report, its presentation to the PEM Board shall inform, the PEM Auditor if any recommendation is considered inadequate and should not be implemented.  

3.3.4 Within five (5) business days after receiving from the PEM Board its review on the audit recommendations, the PEM AuditorAudit Committee  shall prepare a revisedpublic version of the  Audit Report and publish it the same  in the Market InformationPEMC Website.  The Audit Report to be published shall include:

a) A description of the scope and nature of the audit, indicating parties audited and experts contracted, if any;

b) A summarized description of the audit process and main findings; and 

c) The audit results and recommendations to be implemented.

It is hereby provided that noNo information or data that qualifies as confidential shall be included in the Audit Report for publication.

3.3.5 Any WESM Member, the Market Operator, the DOE or the ERC may request for copies of the complete Audit Report, provided that the version provided as a copy shall not include information that qualifies as confidential in accordance with this Manual, with the exemptions to confidentiality provisions established in the WESM Rules. 

3.7.3 After the end of a review of the WESM Rules requested by the PEM Board or the Rules Change Committee, the PEM Auditor shall prepare a Rules Review Report and shall send it to:

a) The PEM Board; 
b) The Rules Change Committee; and
c) DOE.

3.3.6 After finalizing an assessment or  audit requested by the ECO in the course of an assessment or investigation of an alleged breach, the PEM AuditorAudit Committee  shall prepare and send to the ECO aits Compliance Assessment Report. A copy of the report shall also be furnished  the PEM Board for its information.

3.3.7 The PEM AuditorAudit Committee shall prepare and submit to the PEM Board monthlyquarterly  Audit Assessment Reports, which shall contain: 

a) A list of the audits in process progress  and the stage of each audit still not finalized;

b) A summarized description of the scope, main finding and recommendations of the audits, assessment and reviews finalized during the month; 

c) The developments and An update on the   implementation of the audit recommendations and committed action plans; and

d) Any recommendation that may arise from the experiences in audit procedures established in this Manual or otherwise observedthe audits  conducted.


4 [bookmark: _Toc317670995]Expert support

4.1 [bookmark: _Toc110536605][bookmark: _Toc110576461][bookmark: _Toc110689730][bookmark: _Toc111572029][bookmark: _Toc113006942][bookmark: _Toc113334848][bookmark: _Toc317670996]Scope

To ensure sufficient and adequate expertise 
3.3.8 No later than three (3) months after the end of the calendar year, the PEM Auditor may, subject Audit Committee shall submit to the PEM Board approval,its Annual Report, which sets out  the accomplishments of the  Committee during the subject year and the proposed Work Plan for the coming year.


[bookmark: _Toc531272207]SECTION 4. ENGAGEMENT OF EXTERNAL AUDITORS
4 [bookmark: _Toc110536604][bookmark: _Toc110576460][bookmark: _Toc110689729][bookmark: _Toc111572028][bookmark: _Toc113006941][bookmark: _Toc113334847]
4.1 Pursuant to WESM Rules Clause 5.2.6.4, and Clause 1.5.1 of the Retail Rules,  the PEM Audit Committee  may engage the services of independent persons or teams or companies with special expertise, to act as: an external auditor in  the following:

Experts for field audits of    
a) audit  of  Metering Service Providers, metering equipment and installations  or processes; 

b) Experts for the audit and/or certification of the Market Operator software; and

c) Expert teams or companies for the audit of the WESM and the  market  processes and systems in relation to generation scheduling, dispatch and settlement of the Market Operator to assess adequacy and verify compliance with the WESM Rules. 

d) audit of the System Operator relative to its participation and responsibilities  in the WESM as System Operator; 

e) audit of the Central Registration Body and the systems, processes and procedures and other matters relevant to the operation of the Central Registration Body and the performance of its functions as set forth in these Retail Rules; 

f) testing and checking  any new items or new versions of market-related software used by the Central Registration Body or provided by the Central Registration Body for use by WESM members; 

g) audit as may be requested in accordance with the Market Surveillance Compliance and Enforcement Manual; and 

h) other audits as may be requested by the PEM Board.
[bookmark: _Toc110536606][bookmark: _Toc110576462][bookmark: _Toc110689731]
4.2 The PEM AuditorAudit Committee shall endeavor to maximize the use of the members of Technical Committee as expert auditors, in audits where they have the relevant expertise andtechnical experts or resource persons   in relevant audit activities   that  the PEM Audit Committee oversees,   subject to compliance with the independence provisions and qualifications established in this Manual. by the WESM Rules.
  
4.1.1 For the purpose of providing indicative references, the PEM Auditor shall prepare before the beginning of each year The engagement of an estimated budget for external expert auditors describing:

a) Specialized audits that may be required during the year and their estimated duration; and 

b) Estimated cost of auditor   by the PEM Audit Committee shall be approved according to  the established  guidelines of   PEMC. In each instance where the PEM Audit Committee requires external auditors for the identified specialized audits.

4.2 [bookmark: _Toc111572030][bookmark: _Toc113006943][bookmark: _Toc113334849][bookmark: _Toc317670997]Pool of Experts and Audit Committee

4.2.1 The PEM Auditor shall nominate and organize a pool of and independent experts for its audits.  

4.2.2 The pool of experts shall include:

a) Persons selected from the Technical Committee with specialized technical expertise; and
b) Not less than two (2) and not more than five (5) experts with adequate and proven expertise, to form an , the PEM Audit Committee.

4.2.3 When the PEM Auditor requires expert auditors, it shall prioritize the use of members of the Technical Committee that have been pre-selected to be part of the approved pool of experts, provided that

a) The member of the Technical Committee has the necessary expertise relevant to the specific audit and is independent from the party or parties to be audited; and

b) The person can reject being designated as an auditor due to insufficient time or other work obligations within the Technical Committee.  
 shall prepare
4.2.4 In making appointments to the pool of experts and the Audit Committee, the PEM Auditor and the PEM Board shall endeavor to nominate and appoint persons with different relevant experience and knowledge to beget combined expertise adequate to cover the different types of audits specified in this Manual.

4.3 [bookmark: _Toc111572031][bookmark: _Toc113006944][bookmark: _Toc113334850][bookmark: _Toc317670998]Technical Committee 

4.3.1 The PEM Auditor may request the PEM Board to use persons from the Technical Committee to audit –

a) Technical matters relating to the operation of the spot market;

b) Information technology;

c) Metering technology and data; and

d) Any other matter of a technical nature in relation to the WESM and the WESM Rules.

4.3.2 A member of the Technical Committee may be selected and included by the PEM Auditor in the pool of auditors available to be designated by the PEM Auditor as expert auditors, provided that the person shall possess relevant expertise for the audits under the responsibility of the PEM Auditor in accordance to this Manual; Provided further that the PEM Board may reject the inclusion of a member of the Technical Committee in the pool of auditors if in its opinion such person does not have adequate knowledge or sufficient expertise. 

4.3.3 Each member of the Technical Committee included in the pool of auditors that form the Audit Committee shall enter into a confidentiality undertaking, the terms of which shall be prescribed by the PEM Board.

4.4 [bookmark: _Toc111572032][bookmark: _Toc113006945][bookmark: _Toc113334851][bookmark: _Toc317670999]Selection and Appointment of the Audit Committee

4.4.1 To be a member of the Audit Committee, a person must meet the same qualifications and not have or had the disqualifications as the ones established in this Manual for the PEM Auditor.  

4.4.2 For the selection and appointment of the members of the Audit Committee, the PEM Auditor shall submit to the Selection Committee the names, qualifications and experience of the candidates.  Additionally, the Selection Committee may call for qualified persons to submit their expression of interest and their relevant experience.

4.4.3 The Selection Committee shall review each expert proposed for the Audit Committee and the PEM Board, by resolution, shall select and appoint the members in accordance with the procedure established in this Manual.

4.4.4 Each member shall be appointed for a period of three (3) years, and then eligible for re-appointment. The member shall cease office prior to the end of its appointment period if the person –

a) Dies or resigns;

b) Fails to discharge the obligations of his or her office or is removed for cause as determined by an ad hoc committee of three (3) persons, composed of the PEMC President, an Independent Director, and a member of another Committee not belonging to the Audit Committee, in the same manner as established in Section 3.5.2 of this Manual;

c) No longer meets the qualification requirements established in this Manual; or

d) Becomes disqualified under the disqualification conditions established in this Manual. 

4.5 [bookmark: _Toc111572033][bookmark: _Toc113006946][bookmark: _Toc113334852][bookmark: _Toc317671000]Terms of Reference to Contract External Auditors

4.5.1 The PEM Auditor may request to contract external experts for a specialized audit if – 

a) The PEM Auditor is unable to conduct the audit itself; and 

b) The expertise available in the Technical Committee is insufficient or inadequate; and

c) The expertise available in the Audit Committee is insufficient or inadequate.

4.3 In each instance where the PEM Auditor requires external and independent experts for specialized audits, the PEM Auditor shall prepare terms of reference for the audit work, describing the scope of work, timeframe and deliverables.  The terms of reference shall also describe the mechanism to evaluate proposals and determine the winner that will be contracted as independent external auditor.  

4.5.2 [bookmark: _Toc110536610][bookmark: _Toc110576466][bookmark: _Toc110689735][bookmark: _Toc111572037][bookmark: _Toc113006950][bookmark: _Toc113334856][bookmark: _Toc531272208][bookmark: _Toc109757485]The PEM Board shall review the proposed terms of references and may request clarifications or additional information from the PEM Auditor.  The PEM Board may propose changes to the proposed terms of reference before approving the same.  

4.6 [bookmark: _Toc111572034][bookmark: _Toc113006947][bookmark: _Toc113334853][bookmark: _Toc317671001]External Expert Short List

To contract an external expert or expert team for a specific audit work, the PEM Auditor shall short list a minimum of three (3) experts or expert teams, based on their independence, expertise and experiences in similarSECTION 5. AUDITS

5 [bookmark: _Toc531272209]
5.1 [bookmark: _Toc531272210]GUIDELINES FOR THE CONDUCT OF AUDITS

4.6.1 All audits.  In its short-listing, the PEM Auditor shall ensure that the experts are totally independent from the parties to be audited.  

4.6.2 If the PEM Auditor has a pool of external auditors approved by the PEM Board, the short list shall be first selected from this pool.  If the PEM Auditor does not have an approved pool of experts or if the experts available in the pool are inadequate or insufficient for the required short list, the PEM Auditor may include experts that are not in the pool approved by the PEM Board. 

4.7 [bookmark: _Toc110536608][bookmark: _Toc110576464][bookmark: _Toc110689733][bookmark: _Toc111572035][bookmark: _Toc113006948][bookmark: _Toc113334854][bookmark: _Toc317671002]Proposal to Contract External Auditors 

4.7.1 The PEM Auditor shall request the PEM Board approval of the short list and audit work by external experts, submitting a report with –

a) The description of the scope of the audit work required, in particular the type of audit and type of special expertise;

b) The reason(s) why external expertise is needed and the criteria for evaluation; 

c) The proposed terms of reference including methodological approach; and

d) The short list of experts or expert team or company proposed, including their qualifications, relevant previous experiences and compliance with independence provisions.

4.7.2 The PEM Board shall review the request to contract external auditors, the terms or references and the proposed short list.  It may request clarifications or additional information from the PEM Auditor, or conduct a special meeting to review the terms of reference.  The PEM Board may reject one or more of the short listed experts if in the PEM Board opinion the proposed expert does not have adequate expertise or does not comply with the required independence.  If the PEM Board has any objection to the proposal, not later than fifteen (15) days after the next PEM Board meeting following receipt of the request from the PEM Auditor, the PEM Board shall inform the PEM Auditor –

a) If any of the short listed experts has been rejected and the reason(s) for the rejection; and

b) Revisions proposed to the terms of reference.

4.7.3 If, within the timeframe specified in as enumerated under  Section 4.7.2, the PEM Board does not send to the PEM Auditor any objections to the short list or revisions to the terms of reference, the PEM Auditor shall continue with the contracting process.

4.7.4 If, within the timeframe specified in Section 4.7.3, the PEM Board informs that one or more experts are rejected and the remaining short list is composed of less than three (3) candidates, the PEM Auditor shall submit to the PEM Board other independent experts to ensure that the short list includes at least three alternatives, unless the PEM Board approves that, due to the nature and special characteristics of the audit, it will be difficult to obtain a short list of three and authorizes a shorter list of experts.

4.8 [bookmark: _Toc110536609][bookmark: _Toc110576465][bookmark: _Toc110689734][bookmark: _Toc111572036][bookmark: _Toc113006949][bookmark: _Toc113334855][bookmark: _Toc317671003]Selection of External Expert Auditors 

4.8.1 Once the short list has been approved and the terms of reference revised, as necessary, the PEM Auditor shall send a request for proposals to each expert, expert team or expert company short listed.  Each expert shall submit its technical proposal, which shall contain its methodological approach, and its financial proposal.

4.8.2 The PEM Auditor shall review the proposals received and submit a report to the PEM Board recommending the expert to be contracted.  The report shall describe:

a) The list of experts that submitted proposals;

b) For each expert, its qualifications and experiences presented, summary and review of the methodological approach, and requested costs and remuneration in their financial proposal; and

c) The outcome of the reviews, indicating the external auditor recommended to be contracted in view of the evaluation mechanism included in the terms of reference.

4.8.3 The PEM Board shall review the proposed selection and may request clarifications or further information from the PEM Auditor in relation to the proposals or conduct a meeting with the PEM Auditor to review the evaluation. Not later than fifteen (15) days after the next PEM Board following receipt of the review of proposals prepared by the PEM Auditor, the PEM Board shall approve the independent expert to be contracted for the special audit. 


5 [bookmark: _Toc317671004]Audits

5.1 [bookmark: _Toc317671005]Types of Audits

5.1.1 The PEM Auditor shall conduct annual audits of the spot market and of the Market Operator in accordance with the process discussed in 5 of this Manual.

5.1.2 If requested by the ECO in the course of an assessment or investigation of an alleged breach, the PEM Auditor may conduct specific audits of: 

a) WESM Members’ facilities, processes and/or information provided to the Market Operator; or 

b) Specific systems and processes in the System Operator; or 

c) Specific systems and processes in the Market Operator in relation to generation scheduling, constraints, bids and offers, dispatch, price calculation and settlement. 

The ECO will inform the party to be audited via email that the PEM Auditor will be conducting an audit and the specific type of audit, facilities, processes, systems or information to be audited.

5.1.3 On technical matters related to the WESM Rules, the PEM Auditor shall use, whenever possible and adequate, members of the Technical Committee as auditors. 

5.2 [bookmark: _Toc110536612][bookmark: _Toc110576468][bookmark: _Toc110689737][bookmark: _Toc111572039][bookmark: _Toc113006952][bookmark: _Toc113334858][bookmark: _Toc317671006]Audit Process

5.2.1 The PEM Auditor shall comply with the following steps when commencing and conducting an audit:

a) The PEM Auditor will inform the party to be audited at least five (5) business days ahead of the proposed date to initiate the audit.  In this notification, the PEM Auditor will describe;
i. The criteria, standard, rules or requirements the PEM Auditor will assess during the audit;
ii. The length of time that the PEM Auditor reasonably believes will be required for the audit;
5.1.1 The information and data required, together with the format and deadlines for providing it to the PEM Auditor.

b) As necessary, the PEM Auditor may designate a field auditor, from the Technical Committee or an external expert auditor(s) in accordance with this Manual.  In such case, the PEM Auditor will inform the name of the designated auditor(s) to the party to be audited.

5.3 [bookmark: _Toc317671007]Audit Results

5.3.1 The PEM Auditor or the designated auditor(s), as applicable, shall carry out the tests, collection of data and other information, review of documents, processes and other adequate arrangements to assess and verify the standards, requirements and compliance with the WESM Rules, as applicable.

5.1.2 The PEM Auditor or the designated auditor(s), as applicable, shall prepare an Audit Report with the audit results, identifying and describing the following:

a) Main findings;

a) Conditions that correspond to non compliance:  For each condition in non compliance, it shall differentiate the level of non-compliance as follows:
i. Critical non-compliance: A non-compliance which results in failure to provide services or results in time, or to calculate information in accordance to the WESM Rules, or to provide data in the format and/or to the accuracy required, and which results in a breach. 
ii. Major non-compliance: An occurrence, practice or deficiency in a system or process, which has the potential to escalate to a level at which it would become a critical non-compliance. 
iii. Incidental non-compliance: A condition or situation that does not qualify as critical or major, and which typically is associated with a lack of attention to detail, or lack of adequate staff training that leads to unnecessary mistakes.

b) Practices or processes or systems that should be enhanced, describing the recommended enhancements; and 

c) Other recommendations to solve or address problems or non-compliance, or other issues such as quality control, best practices and staff adequacy.

5.3.2 At the end of an audit, any designated auditor shall send its Audit Report to the PEM Auditor.  If the audit involves more than one auditor, the PEM Auditor shall prepare a consolidated Audit Report summarizing the combined findings and recommendations of the auditors together with its own views and recommendations, when applicable.   

5.3.3 At the end of the audit, the PEM Auditor shall send to the entity that requested the audit the Audit Report with the audit findings, recommendation and proposed actions including the period within which the entity will comply with the Audit Report.  The PEM Auditor shall also send copy of the report to the party audited. 

5.4 [bookmark: _Toc111572041][bookmark: _Toc113006954][bookmark: _Toc113334860][bookmark: _Toc317671008]Audit Costs

5.1.3 The Market Operator shall pay the cost of the periodic market audits and software audits of the Market Operator.

5.1.4 The cost of a special audit shall be paid by the party that requested the audit, unless the audit was requested to verify compliance and the audit findings show non-compliance, in which case the party or parties in non-compliance shall pay the cost of the audit.


6 [bookmark: _Toc111572042][bookmark: _Toc113006955][bookmark: _Toc113334861][bookmark: _Toc317671009]Field Audits 

6.1 [bookmark: _Toc110536615][bookmark: _Toc110576471][bookmark: _Toc110689740][bookmark: _Toc111572043][bookmark: _Toc113006956][bookmark: _Toc113334862][bookmark: _Toc317671010]Field Auditors

6.1.1 The PEM Auditor may assign staff from the Technical Committee or independent experts, with extensive background on the matters to be audited, for field audits of facilities or systems.  In addition to technical tests and verifications, the field audit may include review of working processes and compliance of such processes by the relevant staff.

6.1.2 Each designated field auditor shall prepare and send to the PEM Auditor a formal audit report. 

6.1.3 To help facilitate a consistent approach to reporting by different field auditors and between different audit cycles, the PEM Auditor shall prepare a standard format for reporting by field auditors on specific audits.  

6.1.4 The PEM Auditor shall prepare a consolidated Field Audit Report and submit it to the PEM Board, with an Executive Summary summarizing the main outcomes and findings of the different field audits, the level and statistics of non-compliance, and the recommendations. 

6.2 [bookmark: _Toc110536616][bookmark: _Toc110576472][bookmark: _Toc110689741][bookmark: _Toc111572044][bookmark: _Toc113006957][bookmark: _Toc113334863][bookmark: _Toc317671011]Field Audit Methodology

6.2.1 The field audit process shall comply with the following steps:

a) The field auditor shall be advised by the PEM Auditor of the sites and facilities to be audited, the scope of the audit, details of the tests and results to be obtained. 

b) The party to be audited (the one who is responsible for the facilities to be audited) shall be informed of the audit and the name of the field auditor by the PEM Auditor at least five (5) business days prior to the initiation of the audit. 

c) The field auditor shall contact the party to be audited and inform both the party to be audited and the PEM Auditor of the proposed timetable and work plan. The party to be audited may request changes to the timetable for valid reasons, but in no case cause a delay greater than five (5) business days to the audit.

d) The field auditor and the party to be audited shall meet in an office to review drawings, data sheets and any security or safety issues. 
 shall be
e) The field auditor shall visit the site and perform the planned tests on facilities and/or collect the required data.  Staff of the party audited may be present.

f) The field auditor may ask for the PEM Auditor to request data and other information from the System Operator and the Market Operator, as applicable, to compare the data obtained in the tests or audits from the data submitted to the System Operator or the Market Operator by the party audited. 

g) The field auditor shall conduct an end of audit meeting with the party audited, to explain the first preliminary audit findings.

h) The field auditor shall submit its report to the PEM Auditor.   


7 [bookmark: _Toc110536618][bookmark: _Toc110576474][bookmark: _Toc110689743][bookmark: _Toc111572045][bookmark: _Toc113006958][bookmark: _Toc113334864][bookmark: _Toc317671013]Market Audit

7.1 [bookmark: _Toc317671014]General Characteristics

5.1.5 Audits of the spot market and the Market Operator shall be conducted or supervised and coordinated by the PEM Auditor.Audit Committee.   

5.1.6 Each spot market and Market Operator audit shouldsupervised and coordinated by the PEM Audit Committee shall  include the following:

 
a)  Terms of reference with a list of tasks, covering the processes, information and systems to be audited;

b)   An audit process within a specified timeframe;

c)   An audit report, describing ,  	
       i    The audit process;
ii   Main findings, highlighting areas where there are non-compliancecompliances with the WESM Rules, Retail Rules or Market Manuals; and 
iii  Conclusions and recommendations. 

5.1.7 The following criteria shall be used to assess the spot market and the Market Operator:

a) Clear accountability for performance of Market Operator functions and responsibilities;

b) Adequacy - in terms of number and training of staff - to perform assigned tasks and systems used;

b) Efficiency of processes (e.g. time response);

c) Accuracy of tasks (e.g. numbers of errors in settlement statements);

Compliance with the WESM Rules
c) The PEM ;

5.1.8 Degree to which processes areAudit Committee, in alignmentconsultation with the Auditee, shall prepare the  terms of reference for the  audit to be conducted. 

5.1.9 The standard terms of reference for all audits shall be published in the PEMC Website for comments of WESM RulesParticipants and its Market Manuals;interested parties. The PEM Audit Committee shall take into consideration the comments and observations received and revise the terms of reference, as applicable.
 

d) Quality of the service measured in frequency and level of complaints and disputes.

7.1.2 In order to streamline the audit process and avoid unnecessary duplications, where possible –

a) The PEM Auditor and, the Market OperatorPEM Audit Committee shall agree an annual audit ofcoordinate with the spot market; and

5.1.10 The spot market audit and the annual Market Operator audit shall be conducted together underAuditee on the supervision and responsibilityscope of the PEM Auditor.audit to be conducted.  

[bookmark: _Toc317671015]Annual Audit of the Spot Market and the Market Operator   
5.2 [bookmark: _Toc531272211]AUDIT OF THE  SPOT MARKET AND THE  MARKET OPERATOR 

1. 
2. 
3. 
4. 
5. 
5.1 
5.2 
5.2.1 
5.2.2 
5.2.1 Each year and not later than the end of October, the PEM AuditorAudit Committee shall conduct an audit of the spot market, including settlement of the markets administered by the Market Operator, generation scheduling, dispatch, price calculation, and any other procedures and working processes used  by the Market Operator in performing those functions in the WESM.  
  
5.2.2 The general objectives of the annual audit of the spot market and the Market Operator are to:

a) Assess the procedures and working processes inof  the Market Operator;

b) Assess the usefulness and appropriateness of systemsthe settlement system, data management and other procedures and working processes used byof the Market Operator to administer the WESM, in order to:

i. Identify appropriate steps and measures to help the Market Operator effectively and efficiently perform its responsibilities in time and form in accordance with the WESM Rules and its Market Manuals;

ii. Review that the Market Operator‘s practices and work processes ensure the necessary transparency, independence, predictability and non-discrimination, and are in compliance with the WESM Rules and best international practices; and

iii. Assess if the systems, calculations, information flows and data management protect accuracy and quality of the data and results in non-discriminatory generation scheduling, dispatch, prices and settlement, as well as evaluate if internal controls exist and are sufficient to guarantee security and confidentiality where appropriate, proposing recommendations to improve the procedures to collect and process the information and the controls of quality and security of data in the WESM.

c) Assess the usefulness and appropriateness of the interfaces and exchange of information between the System Operator and the Market Operator in relation to generation scheduling, constraints and dispatch; and 

d) Review compliance by the Market Operator with the WESM Rules., its Market Manuals, and among other things, the  Market Operator’s compliance with the scheduling and central dispatch procedures  under the WESM Rules and applicable Market Manuals and the feasibility and adequacy of the scheduling and central dispatch procedures; and 

e) Recommend improvements in the spot market and the operation of the  Market Operator where necessary. 

5.2.3 The following criteria shall be used to assess the spot market and the Market Operator:

d) Clear accountability in the performance of Market Operator functions and responsibilities;

e) Adequacy of trained staff to perform the assigned tasks and use the systems;

f) Efficiency of processes (e.g. time response);

g) Accuracy of tasks (e.g. numbers of errors in settlement statements);

h) Compliance with the WESM Rules and its Market Manuals;  

i) Alignment of processes with the WESM Rules and its Market Manuals; and    

j) Quality of the service measured in terms of frequency and level of complaints.

5.2.4 In Theorder to streamline the audit process and avoid unnecessary duplications, where possible, the PEM Audit Committee shall   coordinate with the Market Operator  on the scope   of the audit of the spot market.

5.2.5 The Auditor,PEM Audit Committee with the assistance of the Market Operator, shall prepare the standard terms of reference for the annual audit of the spot market and the Market Operator covering the general scope described in the previous paragraph.Section 5.2.2.  The standard terms of reference shall include the following tasks:

a) VerifyVerification that each and all market-related software ofthat have been modified or newly-deployed by the Market Operator has valid audit certificates;for the WESM  comply with  the WESM Rules and Market Manuals;    

b) Review of the calculations and allocations performed to determine energy for the settlement calculations in each trading point and for each Trading Participant, and the adequacy of the metering systems;

c) Review of the calculations and allocations performed in the settlement process, and the adequacy and usefulness of the settlement systems;

d) Review and assessassessment of the billing and settlement system;

e) Review and assessassessment of  the procedures, processes and systems for generation scheduling and dispatch, including management of submission and validation of bids and offers as well as the adequacy and usefulness of the coordination arrangements and systems withof  the System Operator;

f) Review and assessassessment of the processes for software management and data protection; 

g) Review that, in all the above matters,of the Market Operator is inOperator’s  compliance with the WESM Rules and proposeMarket Manuals and as necessary, recommendations  for enhancements in processes to achieve best international practices; and

b) Except for the first audit, review the measures and actions taken by the Market Operator in view of the findings and recommendations of the previous audit, and assess the adequacy and effective results of such measures and actions. 

7.1.3 The PEM Auditor shall submit to the PEM Board for review the proposed standard terms of reference of the annual audit.  Within fifteen (15) days after the next PEM Board meeting, the PEM Board shall send its comments and observations.  The PEM Auditor shall take into consideration the comments and observations received and revise the terms of reference accordingly.  The standard terms of reference for the annual audit shall be published in the Market Information Website.

7.1.4 In view of the experience of the PEM Auditor in conducting audits and problems or other issues that may require auditing of the Market Operator, the PEM Auditor from time to time may revise the standard terms of reference of the Market Operator annual audit.

7.1.5 When necessary at the discretion and opinion of the PEM Auditor, the PEM Auditor shall request to contract an independent and qualified team to carry out all or part of the audit. 

7.1.6 During the audit process, the PEM Auditor will be the coordinator with the contracted expert team and will be entitled to receive a copy of all reports and findings.  Once the audit has finished and the experts submitted their final reports and recommendations, the PEM Auditor shall review the report and recommendations, to prepare and send to the Market Operator a preliminary Annual Audit Report, which shall include:

a) A summarized description of the audit process conducted by the auditor(s);

b) For each task or matter audited, general review and findings by the auditor(s);
Review
c) Recommendations of the PEM Auditor in view of assessment and recommendations by the expert audit team, identifying any recommendation by such auditor(s) that the PEM Auditor has rejected and the reason(s) for the rejection; and

d) As an Annex, the final report of the expert auditors. 

7.1.7 The Market Operator shall review the preliminary report, and may make observations or request clarifications or corrections.  The PEM Auditor shall review the comments and observations received from the Market Operator, revise the preliminary report as necessary and prepare the final Annual Audit Report and send it to:

a) The Market Operator;
b) The PEM Board;
c) DOE; and
d) The ERC.

7.1.8 The final Annual Audit Report shall be published in the Market Information Website to be made available to WESM Members and the System Operator.


8 [bookmark: _Toc317671018]AUDIT OF THE MARKET ASSESSMENT SYSTEM

h) Each year or at such other regular period as may be determined by the PEM Board, the PEM Auditor shall conduct an audit of the market assessment system administered by the Market Assessment Group, and any procedures and working processes used by the Market Assessment Group in the collection, validation and processing of market monitoring data, and calculation of monitoring indices.; and 

8.1.1 The Market Assessment Group shall provide assistance to the PEM Auditor in Except for the first audit, review of the formulation of the standard terms of reference inmeasures and actions taken by the Market Operator in view of the selection findings and recommendations of expert team to audit the Market Assessment System including the processes and procedures of the Market Assessment Group.
 

9 [bookmark: _Toc110536622][bookmark: _Toc110576478][bookmark: _Toc110689747][bookmark: _Toc111572049][bookmark: _Toc113006962][bookmark: _Toc113334868][bookmark: _Toc317671019]Review of WESM Rules

9.1 [bookmark: _Toc111572050][bookmark: _Toc113006963][bookmark: _Toc113334869][bookmark: _Toc317671020][bookmark: _Toc110536623][bookmark: _Toc110576479][bookmark: _Toc110689748]Technical Matters

9.1.1 At the same time as the annualprevious audit, the PEM Auditor shall request the Technical Committee a review of technical matters covered in the WESM Rules and their and assessment of  the adequacy to achieve the WESM Objectives. 

9.1.2 Within fifteen (15) days from the receipt of the request, the Technical Committee shall prepare and submit to the PEM Auditor, with copy furnished to the PEM Board and the Rules Change Committee, a Technical Review Report with its review, observations and recommendations on technical matters in the WESM Rules, and any proposed amendments, if any, are required in view of:

a) Unintended effects or distortions in the operation of the WESM caused by the current technical provisions;

b) New technologies and improving the efficiency and the effectiveness of the operation of the spot market or metering arrangements; and

c) Improving or enhancing the prospects for the achievement of the WESM Objectives.

9.1.3 [bookmark: _Toc111572051]Any proposal for amendment to the WESM Rules shall be sent to the PEM Board using the standard form and including the content prescribed in the Rules Change Manual.

9.2 [bookmark: _Toc113006964][bookmark: _Toc113334870][bookmark: _Toc317671021]Annual Audit of Generation Scheduling and Dispatch Rules

9.2.1 As part of the annual audit, the PEM Auditor shall review –

a) The Market Operator’s compliance with the scheduling and central dispatch procedures under the WESM Rules, in view of the processes, practices and staff of the Market Operator; and

b) The feasibility and adequacy of the scheduling and central dispatch procedures, software and systems prescribed or under the WESM Rules in light of the current conditions in the Philippines electricity industry and new development in technologies, dispatch methodologies and software.

9.2.2 Subject to PEM Board approval in accordance with the procedures established in this Manual, the PEM Auditor may contract a team of qualified experts to review and give their opinion on the adequacy of the procedures and criteria established in the WESM Rules in relation to generation scheduling and central dispatch. 

9.2.3 As a result of the annual audit of the spot market and the Market Operator, the PEM Auditor shall indicate in the corresponding Annual Audit Report its opinion (or the opinion of external experts contracted for the audit) on the adequacy of the WESM Rules in relation to generation scheduling and centralized dispatch, and when necessary recommend amendments to the WESM Rules.

i) At least once every two years or in case of any material problem or disputes in relation to the dispatch and generation scheduling in the WESM, the PEM Auditor shall appoint a team or company of external auditors expert in dispatch and generation scheduling software, rules and procedures in competitive wholesale electricity markets and centralized economic security constrained dispatch, to audit the Market Operator software, procedures and processes and to recommend enhancements both in the processes and systems used by the Market Operator and in the related WESM Rules, as necessary.  Theeffective results and recommendations of this special audit shall be included in the Annual Audit Reportof such measures and actions.

9.2.4 Any change recommended or observation to the WESM Rules presented in the Annual Audit Report shall be submitted by the PEM Auditor to 

a) The PEM Board;
b) DOE; and 
c) The Rules Change Committee.

9.3 [bookmark: _Toc110536624][bookmark: _Toc110576480][bookmark: _Toc110689749][bookmark: _Toc111572052][bookmark: _Toc113006965][bookmark: _Toc113334871][bookmark: _Toc317671022]Special Review of Generation Scheduling and Dispatch Rules

9.3.1 The PEM Board may, from time to time, request the PEM Auditor to review and assess specific WESM Rules and procedures in relation to generation scheduling, dispatch, price calculation methodology and settlement, within a specified deadline but never shorter than fifteen (15) days.  The PEM Auditor may request an extension if it considers that the assessment requires a longer review period.

9.3.2 Within the period specified or the extension approved, as applicable, the PEM Auditor shall submit to the PEM Board a Rules Review Report with its review, opinion and recommendations, including any recommended amendments to the corresponding WESM Rules. Any proposal to amend the WESM Rules shall be sent by the PEM Auditor to the PEM Board using the standard form and including the content prescribed in the Rules Change Manual.

9.3.3 If, in the opinion of the PEM Auditor, a more in depth review would be necessary, it may recommend to the PEM Board in its report:

a) The contracting external independent experts; or

b) The review by the Technical Committee; or 

c) A special audit by the PEM Auditor on the implementation and procedures of the Market Operator in relation to the specific WESM Rules reviewed.  


10 [bookmark: _Toc110536625][bookmark: _Toc110576481][bookmark: _Toc110689750][bookmark: _Toc111572053][bookmark: _Toc113006966][bookmark: _Toc113334872][bookmark: _Toc317671023]Software of the Market Operator

10.1 [bookmark: _Toc110536626][bookmark: _Toc110576482][bookmark: _Toc110689751][bookmark: _Toc111572054][bookmark: _Toc113006967][bookmark: _Toc113334873][bookmark: _Toc317671024]Objective

5.3 [bookmark: _Toc531272212]AUDIT OF THE SOFTWARE OF THE MARKET OPERATOR 

5.3.1 The Market Operator shall not implement a new software or associated system, or modify an existing software or its associated system for generation scheduling, dispatch or settlement or price calculation relevant to the WESM without –

a) Prior notice to all WESM Members, PEM Audit Committee, and the PEM Board; and

b) Undergoing the ICT Change Management Process.  instituted by the Market Operator in accordance with WESM Rules Clause 5.2.6.2.

5.3.2 All new software or modifications to existing software shall be implemented through the ICT Change Management Process and shall be subject to post audit and/or certification within one year from deployment. The ICT Change Management process is instituted by the Market Operator to ensure proper and timely review, approval, and monitoring of all activities on all stages of the change management process.

10.2 [bookmark: _Toc110536627][bookmark: _Toc110576483][bookmark: _Toc110689752][bookmark: _Toc111572055][bookmark: _Toc113006968][bookmark: _Toc113334874][bookmark: _Toc317671025]Software for the WESM

5.3.3 If the Market Operator wants to implement a new software for generation scheduling, dispatch, price calculation or settlement, or modify or replace an existing one, the Market Operator shall send a report to the PEM AuditorAudit Committee describing –

a) The software to be implemented (a new software) or the software to be modified; 

b) If an existing software is going to be modified or replaced, a description of –

i. The reasons that justify the change, including any problem or shortfall identified in the existing software, if any;

ii. Expected improvements, particularly in relation to transparency, efficiency, data processing and response time; and 

iii. The scope of the proposed modification or, if the existing software is going to be replaced, the description of the new software and main differences with the existing one;.

c) If a new software is going to be implemented, a description of -

i. The reasons that justify the new software, particularly the expected improvements in efficiency, data processing and response time;

ii. The description of the new software; 

iii. The description of the tests performed and results that prove that the software has been sufficiently and adequately tested in trial mode, produces accurate results and is ready for implementation; and

iv. Findings and details thereof, proving that the modified or new software will be in full compliance with the WESM Rules.

5.3.4 As part of the software review, the following information shall be submitted to the PEM Audit Committee:
 
a) list of all software that have been implemented and modified within the covered audit period; and 

b) documentation of all the tests performed and results that prove that the software has been sufficiently and adequately tested in trial mode, produces accurate results and is ready for implementation.

5.3.5 The PEM AuditorAudit Committee shall review the report of the Market Operator and may request clarifications and further information.  In particular, the PEM AuditorAudit Committee may organize a meeting with the relevant staff of the Market Operator to discuss the characteristics, any limitation or potential problem, and other conditions of the software that may impact predictability, transparency or compliance with the WESM Rules.

5.3.6 The review of the PEM Auditorsoftware of the Marker Operator shall encompass the testing of the software to verify accuracy of results and compliance with all requirementthe requirements and procedures established in the WESM Rules.  The PEM AuditorAudit Committee shall request a series of test runs of the software to verify that it works properly, even in special conditions.  Alternatively, the PEM Auditor may request the contracting of an external expert to test and certify the software. 

5.3.7 After finalizing the review and tests, as applicable, and based on the information gathered and, if an external expert was used, the report with the review and recommendations of the expert, the PEM AuditorAudit Committee shall prepare and submit to the Market Operator and the PEM Board a Software Review Report.  The outcome of the review and recommendation shall indicate –

a) If the software is ready for implementation and in compliance with the WESM Rules and the WESM objectives; or

b) Recommendations on measures or changes prior to implementing the software, to ensure full compliance with the WESM Rules and itsthe WESM  objectives.

5.4 [bookmark: _Toc110536628][bookmark: _Toc110576484][bookmark: _Toc110689753][bookmark: _Toc111572056][bookmark: _Toc113006969][bookmark: _Toc113334875][bookmark: _Toc317671026]Settlement Software 

10.2.1 Each year during the month of June or prior to implementation of any modification to the existing settlement software, an independent auditor competent to carry out such type of audit, shall audit the settlement software to determine its consistency with the WESM Rules.  

10.2.2 In any dispute in relation to settlement calculations, a certificate of such auditor that the settlement software is consistent with the WESM Rules shall be evidence that the charges or payments shown in a settlement statement have been calculated by a method consistent with the WESM Rules.

10.3 [bookmark: _Toc110536629][bookmark: _Toc110576485][bookmark: _Toc110689754][bookmark: _Toc111572057][bookmark: _Toc113006970][bookmark: _Toc113334876][bookmark: _Toc317671027]Software for WESM Members

10.3.1 Prior to implementing a new software to be used by WESM Members, or modifying or replacing an existing one, the Market Operator shall send a report to the PEM Auditor describing –

a) The software to be implemented (a new software) or the software to be modified, and the expected usage by WESM Members; 

b) Expected improvements for WESM Members, particularly in relation to accuracy, efficiency and consistency;

c) The description of the tests performed and results proving that the software has been sufficiently and adequately tested and is ready to be used by WESM Members; and

d) A description and details showing that the software calculations are accurate and in full compliance with the WESM Rules.

10.3.2 The PEM Auditor will review the report of the Market Operator and may request clarifications and further information.  The PEM Auditor shall request a series of test runs to verify accuracy of results and that it works properly even in special conditions.  With the results of these tests, the Market Operator shall correct the software, if necessary.

5.4.1 Once the PEM Auditor considersAudit Committee determines  that the software is accurate and ready for use, the PEM AuditorAudit Committee will prepare and submit to the Market Operator a Software Review Report approving the software, with copy thereof furnished to the PEM Board. The For software ready for  use by WESM Members, the Market Operator shall publish the approval in the Market Information Website and advertiseof  the new software or the change to the existing software when ready for use byin the Market Information Website for  the information of   the WESM Members.  


11 [bookmark: _Toc110536630][bookmark: _Toc110576486][bookmark: _Toc110689755][bookmark: _Toc111572058][bookmark: _Toc113006971][bookmark: _Toc113334877][bookmark: _Toc317671028]Metering Review

11.1 [bookmark: _Toc111572059][bookmark: _Toc113006972][bookmark: _Toc113334878][bookmark: _Toc317671029][bookmark: _Toc110536631][bookmark: _Toc110576487][bookmark: _Toc110689756]Background

5.4.2 The certification issued by the external auditor that the settlement software is consistent with the WESM Rules shall serve as  evidence that the charges or payments shown in a settlement statement have been calculated by a method consistent with the WESM Rules.




5.5  REVIEW OF METERING INSTALLATIONS AND ARRANGEMENTS 

5.5.1 In accordance with the Philippine Grid Code, and the Philippine Distribution Code, Metering Services Providers, both in the WESM and in the Retail Market, have the responsibility to supply, install, connect, own, test, calibrate, place in service, operate, check, and maintain the metering system for settlement, ensuring the accuracy and traceability of calibration and test results.  Additionally, each Metering Services Provider shall take all reasonable steps to prevent unauthorized interference with the metering equipment.

5.5.2 As established in both the Philippine Grid Code and the Philippine Distribution Code, a User shall have the right to request an audit of the settlement data related to its account and the right to choose an independent third party qualified to perform the audit. In such cases, the System Operator, Metering Services Providers and Market Operator shall cooperate in the auditing process.


11.2 [bookmark: _Toc111572060][bookmark: _Toc113006973][bookmark: _Toc113334879][bookmark: _Toc317671030]Scope and Objectives

11.2.1 The general objective of the PEM Auditor metering reviewReview of Metering Installations and Arrangements is to assess the adequacy of the metering standards and security systems and processes in the WESM.

5.5.3 [bookmark: _Toc110536632][bookmark: _Toc110576488][bookmark: _Toc110689757][bookmark: _Toc111572061][bookmark: _Toc113006974]Every year, and in the PEM AuditorRetail Market.

11.2.2 The PEM Audit Committee in consultation with the Market Operator and Metering Service Providers (MSP) shall review the security arrangements and requirement of metering installations.  If considered necessary and convenient, the PEM Auditor may request the PEM Board approval of metering audits as part of the review process. 

11.3 [bookmark: _Toc113334880][bookmark: _Toc317671031]Consultation on Metering Arrangements

11.3.1 Each year before the month of November, the PEM Auditor shall organize a consultation process with the Market Operator, Trading Participants, the Technical Committee and all Metering Services Providers in relation to metering arrangements in the WESM.  The PEM Auditor shall publish in the Market Information Website a request for the Market Operator, Trading Participants and Metering Services Providers to submit to the PEM Auditor during the next fifteen (15) days their comments and recommendations regarding –

a) Standards and requirements of metering installations; 
 annually or as often
b) Adequacy of work procedures of Metering Services Providers; and

c) Security arrangements associated to metering systems and processes.

11.4 [bookmark: _Toc110536633][bookmark: _Toc110576489][bookmark: _Toc110689758][bookmark: _Toc111572062][bookmark: _Toc113006975][bookmark: _Toc113334881][bookmark: _Toc317671032]Audit of Metering Arrangements and Compliance

5.5.4 When the annual metering arrangements review includes audits, as necessary.  

5.5.5 Theapproved by the PEM Board, the PEM AuditorAudit Committee, supported by the Technical Committee, shall conduct an audit regarding, the following:

a) Compliance with the requirements of metering installations;

b) Compliance with the security arrangements associated to metering systems and processes; and

c) Adequacy of security arrangements by the Market Operator and work procedures by Metering Services Providers.

5.5.6 To audit compliance,The PEM Audit Committee, in consultation with the PEM AuditorTechnical Committee, shall select a sample of metering sites, where at least thirty percent (30%) of which shall correspond to the metering points with largest volume within the WESM, where metering errors or inadequacy can create the biggest impact and volume error in the WESM.  
 
The 




5.6 [bookmark: _Toc531272214]AUDIT OF THE CENTRAL REGISTRATION BODY
 
5.6.1 Each year, the PEM Auditor Audit Committee shall designate staff conduct an audit of the Technical Committee as field auditorsCentral Registration Body (CRB) and its systems, processes and procedures and other matters relevant to the operation of the Central Registration Body.

5.5.2 The general objectives of the annual audit of the Central Registration Body are to:

a) Assess the procedures and working processes of   the Central Registration Body; 

b) Assess the usefulness and appropriateness of the systems, data management and other procedures and working processes of the Central Registration Body to administer the Retail Market   in order to:

i. Identify appropriate steps and measures to help the Central Registration Body effectively and efficiently perform its responsibilities in time and form in accordance with the Retail Rules and its Market Manuals; 

ii. Review  the Central Registration Body’s  practices and work processes to  ensure the necessary transparency, independence, predictability and non-discrimination, and compliance tests onwith the security processesRetail Rules and metering installations standards.best international practices; and
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11.5.1 The PEM Auditor shall review the adequacy and quality of the security arrangements taking into consideration –

a) Best practices in other competitive electricity markets;

b) Available technology; and

c) Comments and recommendations received during the consultation process. 

iii. The PEM Auditor shall review the adequacy and Assess if the systems, calculations, information flows and data management protect accuracy and quality of the data and results are non-discriminatory, as well as evaluate  if internal controls exist and are sufficient to guarantee security and confidentiality where appropriate.
  
11.5.2  Review compliance by the Central Registration Body  with the requirements of metering installations taking into consideration –

a) Available metering technologyRetail Rules  and its costs;

b) Practices in other competitive electricity markets to have adequate metering installations that are not unnecessarily costly; and

c) CommentsMarket Manuals;   and recommendations received during the consultation process.

d)  Recommend improvements in the retail market and the operation of the   Central Registration Body, where necessary.
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5.5.3 The following criteria shall be used to assess the Central Registration Body:

a) Clear accountability in the performance of the Central Registration Body’s  functions and responsibilities;

b) Adequacy of trained staff to perform the assigned tasks and use the systems;

c) Efficiency of processes (e.g. time response);

d) Accuracy of tasks (e.g. numbers of errors in settlement statements);

e) Compliance with the Retail Rules and its Market Manuals;  

f) Alignment of processes with the Retail Rules and its Market Manuals; and    

g) Quality of the service measured in terms of frequency and level of complaints.

5.5.4 In order to streamline the audit process and avoid unnecessary duplications, where possible, the PEM Audit Committee shall   coordinate with the Central Registration Body on the scope   of the audit of the Central Registration Body.

5.5.5 The PEM Audit Committee with the assistance of the Central Registration Body, shall prepare the standard terms of reference for the annual audit of the Central Registration Body covering the general scope described in the previous paragraph.  The standard terms of reference shall include the following tasks:

a) Review of the systems, processes and procedures of the Central  Registration Body and other matters relevant to the operation of the Central Registration Body and the performance of its functions as set out in the Retail Rules. 

b) Test and check any new items or new versions of market-related software used by the Central Registration Body or provided by the Central Registration Body for use by WESM Members. 

c) Review of the calculations and allocations performed to determine energy for the settlement calculations in each trading point and for each Trading Participant;

d) Review and assessment of the processes for software management and data protection; and 

e) Review of the Central Registration Body’s compliance with the WESM Rules, Retail Rules and relevant Market Manuals and as necessary, recommendations for enhancements in processes to achieve best international practices. 


5.7 [bookmark: _Toc531272215][bookmark: _Toc531272216]AUDITS REQUESTED BY THE ENFORCEMENT AND COMPLIANCE OFFICE

11.5.3 If the review process includes audits of metering systems and arrangements, the PEM Auditor shall also take into consideration findings and results of the field auditors.

11.5.4 Before the end of November, the PEM Auditor shall prepare a Metering Arrangements Report with its review and recommendations.  The report shall include, as Annexes, the following:

a) The PEM Auditor recommendations; 

b) If the review process included audits of metering systems and arrangements, the main finding and recommendations of the field auditors; and

c) The summary of the comments and recommendations received during the consultation process, identifying the party or parties that sent each type of comment or recommendation and, in case the observation or recommendation was rejected by the PEM Auditor, the reason for the rejection.

11.5.5 The PEM Auditor shall send the Metering Arrangements Report to the PEM Board and the Market Operator, for publication in the Market Information Website.
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12.1.1 As established in the Compliance and Enforcement Market Manual, assessment of alleged breaches shall be a responsibility of the ECO, and Investigations of an alleged breach shall be conducted either by the ECO or the MSC.  The PEM Auditor shall not be assigned the responsibility of carrying out an Investigation.  However, if requested by the ECO or the Market Surveillance Committee, the PEM AuditorAudit Committee  may support the Investigation of an alleged breach by providing opinion or conducting audits, including findings and recommendations.  

5.7.1 In performing the ECO’s functions in assessing or investigating an alleged breach pursuant to the Compliance and Enforcement Market Manual, the ECO may request the PEM Auditor to assess or audit a WESM Member, a Metering Services Provider,  the System Operator or the Market Operator in relation to its compliance with specific rules or standards or procedures in relation to generation scheduling, dispatch, bidding, prices and settlement, as established by the WESM Rules. or Retail Rules.   The ECO shall inform the party or parties in alleged breachto be audited  on the matters that have been derived to the PEM Auditor for assessment or conduct of an audit and the specific type of audit to be conducted,  the  facilities, processes,  systems or information to be audited.

5.7.2 When the investigationThe PEM Audit Committee may conduct specific audits of:

a) WESM Members’ facilities, processes and/or information provided an alleged breach has been referred to the Market Operator/Central Registration Body; or

b) Specific systems and processes MSC,of the System Operator/Central Registration Body; or 

c) Specific systems and processes of the Market Operator/Central Registration Body in relation to generation scheduling, constraints, bids and offers, dispatch, price calculation and settlement.

5.7.3 TheMSC may recommend an audit by the PEM Auditor.  In such case, the ECO shall request and coordinate with the PEM AuditorAudit Committee  on the required audit, as established in the previous paragraph.

5.7.4 Under confidentiality obligation, the ECO shall provide the PEM AuditorAudit Committee all the required information and data to assess the alleged breach or to identify the details to be audited.

5.7.5 The party in alleged breach has the obligation to cooperate with the PEM AuditorAudit Committee   in the assessment or  audit process, providing all the relevant data and other information requested by the PEM AuditorAudit Committee and allowing the necessary tests and audits.  
  
5.7.6 In case the party being audited objects to submitting the data or information requested by the PEM AuditorAudit Committee, the PEM AuditorAudit Committee shall requestask   the MSC to request such data and information, and the MSC then shall then provide it to the PEM AuditorAudit Committee   within the established confidentiality provisions.  If the party does not provide the data and information requested toby   the MSC, it shall be considered a breach toof the WESM Rules.

5.7.7 In all cases, the party is obliged to allow and facilitate the tests and audits requested by the PEM AuditorAudit Committee, provided that the PEM AuditorAudit Committee shall give an advance notice of not less than five (5)fifteen (15)  business days for any test or audit required, including a description of the scope and details of the test and audit.  Not allowing the test or audits requested by the PEM AuditorAudit Committee   shall be considered a breach. 
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5.8.1 Each year, the PEM  Audit Committee shall conduct an audit of the  operation of the  System Operator  relative to scheduling and dispatch  and any other procedures and working processes used by the System  Operator in performing its functions  in the WESM.
  
5.8.2 The general objectives of the annual audit of the System Operator are as follows:
 
a) Review and assess the compliance of the System Operator with the  WESM Rules  and Manuals,   and all other issuances with respect to  the System Operator’s obligations under the WESM;

b) Review the System Operator’s compliance with its established procedures/ manuals on dispatching, operation planning, ancillary services, grid protection, supervisory control and data acquisition (SCADA), Energy Management System (EMS), Grid Security and other protocols governing System Operation;  

c) Evaluate and confirm if the actions taken or responses by the System Operator are in accordance with the Governing Rules and Regulations;

d) Identify the appropriate steps and measures to help the System Operator effectively and efficiently perform its responsibilities in time and form in accordance with the WESM Rules;

e) Validate the completeness and accuracy of the data and information given by the System Operator  to the Market Operator during the covered audit period;
  
f) Review and assess the sufficiency and effectiveness of the systems, procedures and other  work processes  of the System Operator in complying with its functions and responsibilities under the Governing Rules and Regulations including, but not limited to an assessment on whether the System Operator’s  practices and work processes ensure the necessary transparency, independence,  predictability and non-discrimination required of the System Operator, and whether these systems and processes are in compliance with the WESM Rules, its Market Manuals  and best international practices;

g) Review and assess the sufficiency of the infrastructure used by the System Operator in carrying out its functions and responsibilities under the Governing Rules and  Regulations;  

h) Propose recommendations to improve the procedures to collect and process the information and controls of quality and security of data for the WESM;

i) Review and assess the accuracy and appropriateness of the interfaces and exchange of information among the Market Operator, System Operator, Generator Trading Participants and other service providers in relation to system operation;

j) Review and assess the accuracy, reliability and availability of System Operator-generated data and information in accordance with its duties and responsibilities under the Governing Rules and Regulations; and 

k) Propose measures to harmonize any conflicting provision in and/or recommend measures for the consistent implementation of the Governing Rules and Regulations.
   
5.8.3 The following criteria shall be used to assess the spot market and the  System Operator:

a) Clear accountability in the performance of System  Operator functions and responsibilities;

b) Adequacy   of trained staff to perform the assigned tasks and use the systems; 

c) Efficiency of processes (e.g. time response); 

d) Accuracy of tasks; 

e) Compliance with the WESM Rules and its Market Manuals and governing rules and regulations related to System Operation; 

f) Alignment of processes with the WESM Rules and its  Market Manuals; and 

g) Quality of the service  measured in terms of frequency and level of complaints   

5.8.4 In order to streamline the audit process and avoid unnecessary duplications, where possible,   the PEM Audit Committee   shall   coordinate with the System Operator    on the scope of the System Operator audit.

5.8.5 The PEM Audit Committee  with the assistance of the System  Operator, shall prepare the  standard terms of reference for the annual audit of the spot market and the System Operator covering the general scope described in the previous paragraph.   
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5.9.1 The PEM Audit Committee   shall  inform the party to be audited at least fifteen (15)  business days ahead of the proposed date of the audit. In this notification, the  following will be included;

a) The criteria, standards, rules or requirements that  will be  assessed during the audit;
  
b) The length of time that the PEM Audit Committee  reasonably believes will be required for the audit;
 
c) The information and data required, together with the format and deadlines for its submission; and

d) The names of the auditors who shall be conducting the audit. 

5.9.2 The PEM Audit Committee  or its  designated  external auditor, as applicable, shall carry out the tests, collection of data and other information, review of documents, processes and other adequate arrangements to assess and verify the standards, requirements and compliance with the WESM Rules, Retail Rules  and its Market Manuals as applicable.

5.9.3 As necessary, field audits of facilities or systems shall be undertaken, which  may include  technical tests and verifications and review of working processes and compliance of such processes by relevant staff.

5.9.4 The field audit shall comply with the following steps:

a) The PEM Audit Committee shall advise the auditor of the facilities to be audited, the scope of the audit, the details of the tests and  results to be obtained; 

b) The  PEM Audit Committee shall inform the party to be audited (the one who   is responsible for the facilities to be audited) of the audit and the name of  the auditor at least fifteen (15) days prior to the schedule   of the audit;

c) The auditor shall contact the party to be audited and inform both the party to be audited and the PEM  Audit Committee of the proposed timetable and work plan. The party to be audited may request changes to the timetable for valid reasons, but in no case cause a delay greater than five (5) business days to the audit;

d) The field auditor shall visit the site and perform the planned tests on  facilities  and or collect the required data. Staff of the party may be audited;

e) The field auditor may ask the PEM Audit Committee to request data and other information from the System Operator and the Market Operator as applicable, to compare the data obtained in the tests or audits from the data submitted to the System Operator or the Market Operator by the party audited; and

f) The  auditor shall  conduct and end of audit meeting with the party audited to explain the first preliminary findings; and 

g) The auditor shall submit is report to the PEM Audit  Committee.

5.9.5 The PEM Audit Committee shall review the report and recommendations submitted by the External Auditor, and send the same to the Auditees for comment. 

5.9.6 The Auditees   shall review the draft final report, and provide comments or   request clarifications, as necessary.  The PEM Audit Committee shall review the comments and observations received from the Auditees and facilitate revisions on the preliminary report, as applicable. 


5.10 [bookmark: _Toc531272222]AUDIT RESULTS 

5.10.1 The PEM Audit Committee or  its  designated external auditor(s), as applicable, shall prepare an Audit Report with the audit results, identifying and describing the following:

d) Main findings;

e) Conditions that correspond to non- compliance:       

f) Practices or processes or systems that should be enhanced, describing the recommended enhancements; 

g) Recommendations for rules change if necessary; and 

h) Other recommendations to solve or address problems or non-compliance, or other issues such as quality control, best practices and staff adequacy.

5.10.2 The External Auditor shall submit all deliverables and at the end of an audit, send its Audit Report to the PEM Audit Committee for review and acceptance.  

5.10.3 At the end of the audit, as applicable, the PEM Audit Committee shall send to the entity that requested the audit the Audit Report with the audit findings, recommendation and proposed actions.   The PEM Audit Committee  shall also send copy of the report to the party audited. 

5.11 [bookmark: _Toc531272223]AUDIT COSTS
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5.11.1  PEMC shall pay the cost of the periodic market audits and software audits of the Market Operator.

5.11.2 [bookmark: _Toc317670863][bookmark: _Toc317671012][bookmark: _Toc109757487][bookmark: _Toc110536619][bookmark: _Toc110576475][bookmark: _Toc110689744][bookmark: _Toc111572046][bookmark: _Toc113006959][bookmark: _Toc113334865]The cost of a special audit shall be paid by the party that requested the audit, unless the audit was requested to verify compliance and the audit findings show non-compliance, in which case the party or parties in non-compliance shall pay the cost of the audit.
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6.1 The System Operator shall ensure an audit trail of documentation that is fully adequate to substantiate and reconstruct all relevant actions performed.  For data and documents related to the WESM Rules and this Manual, such audit trail shall be maintained for a period of at least seven (7) years, unless specified otherwise in the WESM Rules or other Applicable Law, Rules and Regulations. 

6.2 The System Operator shall provide the PEM AuditorAudit Committee or auditors designated by the PEM AuditorAudit Committee, all the information required for auditing purposes, within the timeframe and format as may be required by the PEM AuditorAudit Committee or designated auditors.  

13.1.1 The System Operator shall retain the information provided by WESM Members and the Market Operator, and the data calculated and reports prepared in the planning and operation of the system, for the period and in accordance to the conditions established in the WESM Rules and the Grid Code.  The storing of such information shall be appropriate for reasonable access as may be required for auditing purposes.  
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6.4 The Market Operator shall ensure an adequate audit trail of documentation to substantiate and reconstruct all relevant actions performed.  For data and documents related to the WESM Rules and this Manual, such audit trail shall be maintained for a period of at least seven (7) years, unless specified otherwise in the WESM Rules or other Applicable Law, Rules and Regulations. 

6.5 The Market Operator shall provide the PEM AuditorAudit Committee or auditors designated by the PEM AuditorAudit Committee all the information required for auditing purposes, within the timeframe and format as the PEM Auditor or designated auditors may require.   required. 

6.6 The Market Operator shall retain information provided by the System Operator, and other WESM Members, and the data calculated and reports prepared in generation scheduling, dispatch and administration of the WESM and its settlement system, in accordance with the WESM Rules.  The storing of such information shall be appropriate for reasonable access as may be required for auditing purposes of the WESM and the Market Operator. 
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6.7 A party audited shall submit in a timely manner the complete data, documents and other information requested by the PEM Auditor or an auditor (field auditor or expert auditor) designated by the PEM Auditor in accordance with this Manual. Audit Committee or its designated auditor. 

6.8 When a party is notified that an audit will be conducted, the party shall cooperate with the audit and shall provide the PEMC staff or other experts designated as auditors, access to the facilities, systems and information to be audited. 
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6.9 The PEM AuditorAudit Committee shall not disclose any information obtained in carrying out its functions and responsibilities, or any finding and recommendations resulting from an audit process, except as provided in this Manual and in the WESM Rules. and in the Retail Rules. 

6.10 The PEM AuditorAudit Committee shall not use any information, be it confidential or not, obtained in carrying out its functions and responsibilities for other purposes thatthan those established in this Manual and in the WESM Rules. and the Retail Rules. 

13.4 [bookmark: _Toc113334889][bookmark: _Toc317671041]Confidentiality

6.11 When applicable in accordance towith  the confidentiality provision in the WESM Rules, the Retail Rules   and this Manual, information submitted to the PEM AuditorAudit Committee  or will be designated and marked as "Confidential" and will be administered with measures considered by the PEM AuditorAudit Committee  as necessary and reasonable to protect the confidentiality. 

6.12 A party providing any document or other information in the course of an audit may request that the document or information be designated as confidential, if such document or information qualifies as confidential according to the confidentiality provisions in the WESM Rules.  The PEM AuditorAudit Committee shall assess the confidentiality claim and, at its own discretion, determine the validity of the request.  If the PEM AuditorAudit Committee agrees that the document or information qualifies as confidential, the document or information will be designated and marked as “Confidential”.

6.13 The PEM Auditor and each member of the Audit Committee, Technical Committee and other external auditors, as applicable, shall enter into a confidentiality agreement with the entity providing the information, the terms of which shall be prescribed by the PEM Board.  as necessary.
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7.1 In performing its audit and review functions and responsibilities as contained in this Manual, the PEM AuditorAudit Committee and any member of the Audit Committee or the Technical Committee shall not be personally liable for any loss or damage suffered or incurred by a WESM Member, the System Operator, the Market Operator or any other person as a consequence of any act or omission of those persons in the performance of their functions unless the PEM AuditorAudit Committee  or the member of the Audit Committee or the Technical Committee, as the case may be, acted with malice, manifest partiality, bad faith, gross incompetence or gross negligence.
	
7.2 Except for liability arising out of conduct involving malice, manifest partiality, bad faith, gross incompetence or gross negligence, if the PEM AuditorAudit Committee  or a member of the Audit Committee or the Technical Committee is made liable to pay any amount for loss or damage suffered or incurred by any person or entity as a consequence of any of its acts or omissions in the performance of its duties, the PEMC shall indemnify said persons through an indemnification process to be developed by the PEM Board.   Said indemnification shall cover:

a) The full amount adjudged; and

b) The costs and expenses incurred by the PEM AuditorAudit Committee  and the member of the Audit Committee or the Technical Committee, as applicable, in defending itself in the related proceeding(s).
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8.1 Any amendment to this Manual shall be approved by the DOE, following the procedures for changes to Market Manuals set out in the WESM Rules and in the relevant Market Manual. 

8.2 This Market Manual, as it may be amended from time to time, shall be published in the PEMC website.
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